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V. Unauthorized Intrusions into U.S. Commercial Computer Networks and Cyber-Enabled Theft of Intellectual
Property and Sensitive Commercial Information

investigations include the operating companies of several Chinese SOEs, including the Baosteel
Group.!012

In U.S. Steel’s submission to USTR in connection with this investigation, U.S. Steel explains
that the second hack “resulted in the exfiltration of highly sensitive commercial secrets regarding
[its] development of lightweight, high-strength steel.”!°!* U.S. Steel responded by filing claims
under Section 337 of the Trade Act before the U.S. International Trade Commission (USITC)
against Baosteel, which it claims “was known to be one of the beneficiaries of China’s state-
sponsored cyber-attacks.”!0!4

c) ATI

According to the indictment, on April 13, 2012, the 3PLA actors stole usernames and passwords
for thousands of ATI employees.'”"> The stolen network credentials would have provided wide-
ranging access to the company’s computers and sensitive information.!°® In 2012, ATI was
engaged in a joint venture with Baosteel in Shanghai, which manufactures precision rolled
stainless steel strips.!®!7 On April 12, 2012, one day before the 3PLA exfiltrated these
credentials, ATI officials met with officials from Baosteel in Shanghai for a board meeting
related to their joint venture.

1018

d) United Steel Workers (USW)

According to the indictment, the 3PLA stole sensitive information from USW computer
networks on two separate occasions.'°!’

The indictment alleges that in January 2012, at the same time that USW was preparing a public
campaign to counter what it viewed as a wide array of unfair Chinese government policies,

3PLA stole sensitive information from USW computer networks.'’?* On January 31, 2012, USW
issued a statement from its International President, calling on the U.S. Government to take action
to protect the U.S. automobile and auto parts industry from “China’s predatory, protectionist and

1012 Baosteel Group (now known as Baowu Steel) is a state-owned enterprise wholly-owned by China’s State-owned
Assets Supervision and Administration of Commission. See SASAC website for the full list, available at
http://www.sasac.gov.cn/n2588035/n2641579/n2641645/index.html (last visited Jan. 23, 2018).

1013J.S. STEEL CORPORATION, Submission, Section 301 Hearing (Sept. 28, 2017).

1014 J.S. STEEL CORPORATION, Submission, Section 301 Hearing (Sept. 28, 2017).

1015 S. v. Wang Dong et al., 22-3 (W. D. Pa. May 1, 2014).

1016 J.S. v. Wang Dong et al., 21-3 (W. D. Pa. May 1, 2014).

1017 See Global Joint Ventures — Shanghai STAL Precision Stainless Steel Co., Ltd (STAL), ATI, available at
https://www.atimetals.com/businesses/joint-ventures/Pages/default.aspx. See also Allegheny Technologies
Incorporated, 2012 Form 10-K.

1018 U.S. v. Wang Dong et al., 21-3 (W. D. Pa. May 1, 2014). Two months prior to this intrusion, the joint venture
announced it was selling off its loss-making stainless steel assets to the Baosteel Group, its parent company for
RMB 2.6 billion. The sale of assets to the Baosteel Group was the largest M&A transaction in China announced that
month. See BAOSHAN IRON AND STEEL LTD. RELATED PARTY TRANSACTIONS REPORT. Report No. 2012-005, 24
(Feb. 29,2012); See MIIT, MERGER AND RESTRUCTURING MONTHLY REPORT, VOL. 2, available at
http://merger.miit.gov.cn/observation/briefing/2012-03-23/381.html.

1019.S. v. Wang Dong et al., 7 (W. D. Pa. May 1, 2014).

1020 J.S. v. Wang Dong et al., 23 (W. D. Pa. May 1, 2014)
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illegal trade practices.”!?! USW through its trade counsel also released a report on Chinese auto
policies that threaten the U.S. jobs in the auto industry on January 31, 2012.!?2 Meanwhile, on
the same day, the 3PLA gained unauthorized access to USW computers, and stole e-mails from
six senior USW employees, including USW’s International President, most of whom were
personally and publicly involved in formulating USW strategy towards combatting China’s trade
practices in this sector.!%??

On March 7, 2012, 3PLA actors again gained unauthorized access to USW employees’ e-
mails'®?* at a critical period for USW as it was considering whether to request an extension of
tariffs imposed on Chinese tires that would expire in September 2012.125 USW announced in
September 2012 that it would not seek an extension of the tariffs, but revealed in its September
announcement that it had notified the Administration in March that it would not seek an
extension.!??® The 3PLA stole e-mails from the inboxes of six senior employees that included
sensitive, non-public, and deliberative information about USW trade strategy, including its
decision not to seek an extension of the tariffs, which would not be announced publicly for
another six months.'%?’

e) Westinghouse

Westinghouse was affected by four major cyber intrusions by the 3PLA — one occurring in May
2010, one in late December 2010, and two in early January 2011.'9% According to the
indictment, the PLA obtained at least 1.4 gigabytes of data, the equivalent of roughly 700,000
pages of e-mail messages and attachments from Westinghouse’s computers,'%* including: trade
secrets; technical and design specifications; network credentials; and, sensitive e-mails belonging

to senior decision-makers.'?3°

In 2010, Westinghouse was building four AP1000 power plants in China and negotiating other
terms of the construction, including technology transfers, with State Nuclear Power Technology

121y.S. v. Wang Dong et al., 24 (W. D. Pa. May 1, 2014)

1022 See Statement of Terence Stewart, Jan. 31, 2012 available at: http://assets.usw.org/releases/china-trade/Final-SS-
Press-Release.pdf. See also LAW OFFICES OF STEWART & STEWART, CHINA’S SUPPORT PROGRAMS FOR
AUTOMOBILES AND AUTO PARTS UNDER THE 12™ FIVE YEAR PLAN (Jan. 2012).

1023 J.S. v. Wang Dong et al., 24-5 (W. D. Pa. May 1, 2014).

1024 J.S. v. Wang Dong et al., 25 (W. D. Pa. May 1, 2014).

1025 Imported Chinese tires became subject to a tariff for a period of three years starting on September 26, 2009, after
the USW successfully petitioned the USITC for relief. See Certain Passenger Vehicle and Light Truck Tires from
the People’s Republic of China, Investigation No. TA-421-7, USITC Publication No. 4085.

1026 JSW announced on September 24, 2016 that it would not seck an extension of the tariffs. USW Acclaim Success
of Trade Relief for Tire Sector; Extension Not Requested, UNITED STEELWORKERS (Sept. 24, 2012), available at:
http://www.usw.org/news/media-center/releases/2012/usw-acclaim-success-of-trade-relief-for-tire-sector-extension-
not-requested. The USW announcement states that it notified the Administration of its decision in March before the
renewal request deadline

127U.8. v. Wang Dong et al., 25-6 (W. D. Pa. May 1, 2014).

1028 J.S. v. Wang Dong et al., 4, 15-6. (W. D. Pa. May 1, 2014).

1029.S. v. Wang Dong et al., 16 (W. D. Pa. May 1, 2014).

1030 J.S. v. Wang Dong et al., 2, 4, 15-6 (W. D. Pa. May 1, 2014).
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Corporation (SNPTC), a Chinese SOE.!?! At the same time, a 3PLA actor stole confidential and
proprietary technical and design specifications for pipes, pipe supports, and pipe routing within
the AP1000 plant buildings.'*? The stolen trade secrets and technical information would permit
a competitor to build a power plant without having to invest in associated research and
development costs that had been borne by Westinghouse in the past.!?*?

Additionally, in 2010 and 2011, while Westinghouse was exploring other business ventures with
SNPTC, a 3PLA actor stole sensitive, non-public, and deliberative e-mails belonging to senior
decision-makers responsible for the Westinghouse business relationship with SNPTC.!%* In
January 2011, as the 3PLA were infiltrating Westinghouse’s servers and exfiltrating its
information, Westinghouse announced the signing of two agreements with SNPTC.!0%

f) Alcoa

The indictment alleges that on February 1, 2008, Alcoa announced that it was entering into a
partnership with a Chinese SOE, Chinalco to acquire an interest in a foreign mining company.
After the announcement, on February 20, 2008, the 3PLA obtained access to nearly 3,000 Alcoa
e-mails through a spearphishing message that installed malware into Alcoa’s computer system.
1037 The stolen e-mails included internal discussions among Alcoa’s senior managers regarding
the acquisition of the foreign mining company.'%®

1036

The facts of each of these incidents provides a chilling warning to U.S. companies that engage or
seek to engage in business in China or seek to challenge China’s trade practices through legal
means. If a company operates in a sector that China deems strategic to its economic interests or
particularly if it has business relations with an SOE, the company must risk being targeted by
Chinese government hackers for cyber intrusions and cyber theft, putting sensitive commercial
information about its products, business strategy, and other matters at risk. These firms are
forced to operate on the assumption that they are under constant surveillance by the Chinese
government’s extensive system of corporate surveillance and control, which is discussed in
greater detail in Section VI of this report.!%%

1031J.S. v. Wang Dong et al., 14 (W. D. Pa. May 1, 2014); see also China signs first engineering contracts for
Westinghouse AP1000-derived CAP1400 reactor, POWER ENGINEERING, Nov. 29, 2010. Foreign Companies Eyeing
Chinese Nuclear Power Market, SINOCAST, COMTEX NEWS NETWORK, Dec. 2, 2010; First Concrete Pour for
Haiyang Unit 2 Completed in Record Time; 4 AP1000 Units Now Under Construction in China, PR NEWSWIRE,
June 25, 2010.

1032J.S. v. Wang Dong et al., 14-5 (W. D. Pa. May 1, 2014).

1033 U.S. v. Wang Dong et al., 14-5 (W. D. Pa. May 1, 2014).

1034 U.S. v. Wang Dong et al., 16 (W. D. Pa. May 1, 2014)

1035 Westinghouse, China extend AP1000 reactor agreement, POWER ENGINEERING, Jan. 20, 2011, available at
http://www.power-eng.com/articles/2011/01/westinghouse--china.html.

1036 U.S. v. Wang Dong et al., 26 (W. D. Pa. May 1, 2014); see also Eric Onstad, Lucy Hornby, Chinalco and Alcoa
buy stake in Rio Tinto, NY TIMES (Feb. 1, 2008).

1037J.S. v. Wang Dong et al., 26-7 (W. D. Pa. May 1, 2014).

1038 J.S. v. Wang Dong et al., 27 (W. D. Pa. May 1, 2014).

1039 Andrew Browne, China's Big Brother Is Watching You Do Business, WALL STREET J., May 23, 2017.
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3. China’s Institutional Framework Supports Cyber Intrusions into U.S. Commercial
Networks

As discussed in detail in other sections of this report, China relies primarily on a state-led
approach to technology development and economic growth.!®° Through an extensive planning
system, China identifies certain sectors and technologies for development and fosters national
champions to achieve dominance in both domestic and global markets.!®! China’s industrial
plans and innovation goals, such as Made in China 2025,!%? aim to provide support and
assistance through the use of state resources to Chinese companies and commercial sectors.
At the same time, China maintains an extensive state sector and uses state-invested enterprises
and other mechanisms as instruments to achieve the government’s economic objectives.

1043

As noted above in Section IV.B.5, China’s policy of “military-civil fusion” calls for the
development of integrated information sharing platforms to facilitate science and technology
(S&T) resource sharing and collaboration between state laboratories, the PLA, and enterprises.
China’s government-directed cyber capabilities exist alongside an institutional framework that
provides state-invested enterprises and national champions with privileged access to various
forms of Chinese government support and information.

1044

Indeed, the U.S. government has evidence that the Chinese government provides competitive
intelligence through cyber intrusions to Chinese state-owned enterprises through a process that
includes a formal request and feedback loop, as well as a mechanism for information exchange
via a classified communication system.

For example, according to U.S. government information, China National Offshore Oil
Corporation (CNOOC), a state-owned enterprise, submitted formal requests to Chinese
intelligence services seeking intelligence information on several U.S. oil and gas companies and
on U.S. shale gas technology. One instance occurred in January 2012 in the context of
commercial negotiations between a U.S. company (“U.S. Company 1), CNOOC, and the PRC
Ministry of Agriculture regarding oil leaks that had occurred at a facility jointly owned and
operated by U.S. Company 1 and CNOOC in June 2011.

1040 See Section I1.C.

1041 See Section 1.C.

1042 See Section I.C for more information on the Made in China 2025 policy.

1043 For example, China’s Made in China 2025 policy documents set out targets for developing ten key industries.
U.S. CHAMBER OF COMMERCE, MADE IN CHINA 2025: GLOBAL AMBITIONS BUILT ON LOCAL PROTECTIONS 17-18
(2017) (stating that the policy “appears to provide preferential access to capital to domestic companies to promote
their indigenous [research and development] capabilities, enhance their competitiveness, and support their ability to
acquire technology from abroad.”). U.S. CHAMBER OF COMMERCE, MADE IN CHINA 2025: GLOBAL AMBITIONS
BUILT ON LOCAL PROTECTIONS 6 (2017) (“In concert with the 13th Five-Year Plan, Internet Plus Action Plan, and
other state-led development plans, [Made in China 2025] constitutes a broader strategy to use state resources to alter
and create comparative advantage in these sectors on a global scale.”). EUROPEAN CHAMBER OF COMMERCE IN
CHINA, CHINA MANUFACTURING 2025: PUTTING INDUSTRIAL POLICY AHEAD OF MARKET FORCES 1 (2017) (stating
that the policy’s references to “‘indigenous innovation’—along with mentions of the need to realise ‘self-
sufficiency’ . . . suggests that Chinese policies will further skew the competitive landscape in favour of domestic
companies.”).

1044 See Description of National New Industrial Demonstration Base, MIIT,
http://sfjd.miit.gov.cn/BaselnfoAction!findListIndustry.action
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In January 2012, these Chinese intelligence services provided CNOOC information ahead of and
during negotiations with U.S. Company 1. The information that the intelligence services provided
to CNOOC included details on U.S. Company 1’s position in the negotiation. CNOOC attributed
their ultimate success in the negotiation with U.S. Company 1 to the information that CNOOC
had received from the intelligence services. According to information the U.S. Government has
access to, senior Chinese Intelligence officials, including a PLA director, Liu Xiaobei, endorsed
the use of the intelligence information during CNOOC’s negotiations with U.S. Company 1.

In a second instance, in July 2012, CNOOC requested that Chinese Intelligence provide specific
information on five named U.S. oil and natural gas companies. Specifically, CNOOC sought
information on:

-U.S. Company 2’s operations, asset management, and the movements of its senior
personnel;

-U.S. Company 3’s developments in shale gas technology; and

-The status of U.S. Company 4 and U.S. Company 5’s research in certain areas, including
lab procedures, fracking technology and fracking formulae.

These examples illustrate how China uses the intelligence resources at its disposal to further the
commercial interests of Chinese state-owned enterprises to the detriment of their foreign partners
and competitors.

Available evidence also indicates that China uses its cyber capabilities as an instrument to achieve
its industrial policy and S&T objectives. Indeed, based on available information on China’s cyber
intrusions, experts have concluded that China’s cyber intrusions and cyber theft align with its
industrial policy goals.'”* For example:

As noted above, Mandiant observed in its 2013 report that “organizations in all industries
related to China’s strategic priorities are potential targets of APT1’s comprehensive cyber
espionage campaign.” The victims of the intrusions in Mandiant’s data set match

1045 During the hearing for this investigation, Richard Ellings of the Commission on the Theft of American
Intellectual Property and the President of the National Bureau of Asian Research, was asked whether there is a
correlation between China’s industrial plans and reported cyber intrusions directed against U.S businesses. Mr.
Ellings testified in response: “Absolutely. In fact, the whole history of cyber intrusions and more broadly industrial
espionage from China correlates with all the Five-year Plans, the Indigenous Innovation Policy that came out 10
years ago, 12 years ago, 11 years ago, current Five-year Plan, 2025 Plans. This is, as I said, kind of a standard that
is given out to the country and to accomplish the goals set out in these plans becomes a measure by which cadres
and entities throughout the country, their performance is measured. So they have tremendous incentive. So all of
our tracking, whether they be through the court cases that make it into the public realm, whether cyber intrusion
surveys and studies, Verizon did one, the Mandiant one, and so on, they all show a correlation between the priorities
of the Chinese government at any time and the kinds of industrial espionage undertaken.” Richard Ellings,
COMMISSION ON THE THEFT OF AMERICAN INTELLECTUAL PROPERTY [hereinafter “IP Commission”], Testimony,
Section 301 Hearing 51 (Oct. 10, 2017).
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industries that China has identified as strategic priorities in its five year plan and S&T
development plans.!%4¢

In a review of cybertheft by a group associated with China’s intelligence services,
cybersecurity firm Novetta found the group targeting entities including Fortune 500
companies and firms with innovative information technology.!**” Such targeting
converged with China’s strategic interests and the aims of China’s 11th Five Year plan
for the 2006-2011 period.!%4

In 2015, one cybersecurity expert testified to the U.S.-China Economic and Security
Review Commission that “China’s commercial cyber espionage activity likely supports
Communist Party central planning policies designed to provide a competitive advantage
for Chinese companies.”!*%

SolarWorld, in its submission to USTR, stated: “In our view, Chinese hacking and technology
theft is pervasive and encouraged by the Chinese Government, as demonstrated by the 2014
indictment of the Chinese People’s Liberation Army and as driven by China’s Five Year Plans,
which target specific high-tech and developing industries.”!%>

The 3PLA’s cyber theft of trade secrets from Westinghouse, documented in the DOJ indictment,
is illustrative of how China uses cyber theft as one of multiple instruments to achieve its state-led
technology development goals. During China’s 12th Five-year planning period (2011-2015),
China issued several documents demonstrating its commitment to developing “indigenous”
nuclear power technology capabilities. For example, the 12th Five-year Science and Technology
Development Plan expressly states that China should “comprehensively master” Westinghouse’s
AP1000 nuclear power design technology and “indigenously” complete standard designs at
domestic facilities.!! The plan also states that China should establish demonstration power
plants for CAP1400 technology, which is China’s domestic nuclear design technology based on
Westinghouse’s AP1000 design with its input.'®? In addition, China’s 12th Five-year Energy
Technology Development Plan contains specific references to developing the AP1000 and
similar technologies through a process of “indigenization with outside support.”!%>

1046 MANDIANT, APT1: EXPOSING ONE OF CHINA’S CYBER ESPIONAGE UNITS 24 (2013).

1047 NOVETTA, OPERATION SMN: AXIOM THREAT ACTOR GROUP REPORT 4, 8-9 (2014). Such innovative technology
includes telecommunications equipment manufacturers, infrastructure providers, integrated circuit manufacturers,
software vendors, pharmaceutical and cloud computing companies, networking equipment manufacturers, and
energy firms.

104 NOVETTA, OPERATION SMN: AXIOM THREAT ACTOR GROUP REPORT 9-10 (2014).

199 Hearing on Commercial Cyber Espionage and Barriers to Digital Trade in China: Hearing Before the U.S.-
China Econ. & Sec. Rev. Comm’n (June 15, 2015) (Statement of Jen Weedon), available at
https://www.uscc.gov/sites/default/files/ Weedon%20Testimony.pdf; see also Richard J. Ellings, [P COMMISSION,
Submission, Section 301 Hearing 3-4 (Sept. 28, 2017); but see James Lewis, CENTER FOR STRATEGIC AND
INTERNATIONAL STUDIES [hereinafter “CSIS”], Submission, Section 301 Hearing 4 (Sept. 2017).

1050 SOLARWORLD, Submission, Section 301 Hearing 2 (Oct. 20, 2017).

1051 Notice on Issuing the 12th Five-year Science and Technology Development Plan (2011-2015) § 3, Item 6
(MOST, Guo Ke Fa Ji [2011] No. 270, issued July 4, 2011).

1052Notice on Issuing the 12th Five-year Science and Technology Development Plan (2011-2015) § 3, Item 6
(MOST, Guo Ke Fa Ji [2011] No. 270, issued July 4, 2011).

1053 1 2th Five-year Plan for Energy Technology (2011-2015), § 2.2, § 4.3 (NEA, issued Dec. 2011).
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For Westinghouse to operate in China, Westinghouse was required to invest through a joint
venture controlled by an SOE,!%* SNPTC, and in order to win the bid it had to agree to transfer
all relevant technology for the AP1000 to the SOE.!%> This circumstance is hardly unique to
Westinghouse. Section II of this report details how China uses its restrictive foreign investment
regime to put pressure on U.S. companies to transfer technology to Chinese enterprises, often
state-owned enterprises. As described above, according to the DOJ indictment, 3PLA actors stole
thousands of files from Westinghouse’s computers, including: trade secrets; technical and design
specifications; network credentials; and sensitive e-mails belonging to senior decision-makers,
while commercial negotiations between Westinghouse and SNPTC were ongoing. !5

In sum, China first expressly identified through its industrial policies a U.S. technology that
China sought to indigenize. China then required technology transfer to an SOE in order for the
U.S. company holding the technology to be able to access the China market. China then used its
cyber capabilities to steal commercially sensitive information, including trade secrets,
negotiating positions and technical designs, from the U.S. company that could provide the SOE
with an advantage in its business dealings with the U.S. company.

4. China’s Recent Cyber Intrusion Activities Against U.S. Commercial Networks

Beginning in 2014, the United States began stepping up pressure on China for its cyber
intrusions into U.S. firms and the theft of commercial information through a number of
mechanisms. In September 2015, then-U.S. President Obama and Chinese President Xi reached
a commitment that “neither country’s government will conduct or knowingly support cyber-
enabled theft of intellectual property, including trade secrets or other confidential business
information, with the intent of providing competitive advantages to companies or commercial
sectors.”'%7 The United States has been closely monitoring China’s cyber activities since this

1054 See e.g., Catalogue of Industries for Guiding Foreign Investment, (2007 Amendment) (NDRC, MOC Order No.
57, issued Oct. 31, 2007) , Part IV, para. 4 “Catalogue of Restricted Industries for Foreign Investment.”

1055 Westinghouse Wins Nuclear Power Bid, CHINA DAILY, Dec. 27, 2006 (“According to the [chief representative of
Westinghouse China], the company's success can be mainly attributed to three factors: advanced technology,
competitive pricing and an offering of all-round technology transfer... [The CEO of] Westinghouse, earlier told
China Daily that Westinghouse will fully co-operate with its Chinese customers to transfer all technology as
requested”); See Foreign Companies Eyeing Chinese Nuclear Power Market, SINOCAST, COMTEX NEWS NETWORK,
Dec. 2, 2010 (Westinghouse delivered “more than 75,000 pieces of documents to Chinese customers as part of a
technology transfer agreement, hoping to consolidate its leading status in the world's largest nuclear power market.
The World Nuclear Association (WNA) believes that it is just because Westinghouse Electric agrees to transfer
technology in its contracts with Chinese customers that it successfully wins the bid to build AP1000 nuclear reactors
in China.”).

1056 J.S. v. Wang Dong et al. at 4.

1057 Press Release, The White House, Fact Sheet: President Xi Jinping’s State Visit to the United States (Sept. 25,
2015), https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-
visit-united-states. DOJ reaffirmed the 2015 joint statement in October 2017: “Both sides will continue their
implementation of the consensus reached by the Chinese and American Presidents in 2015 on U.S.-China
cybersecurity cooperation... [including] (2)that neither country’s government will conduct or knowingly support
cyber-enabled theft of intellectual property, including trade secrets or other confidential business information, with
the intent of providing competitive advantage to companies or commercial sectors[.]” See Press Release, First U.S.-
China Law Enforcement and Cybersecurity Dialogue (Oct. 6, 2017), available at
https://www.justice.gov/opa/pr/first-us-china-law-enforcement-and-cybersecurity-dialogue.
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consensus was reached, and the evidence indicates that cyber intrusions into U.S. commercial
networks in line with Chinese industrial policy goals continue.

Beijing’s cyber espionage against U.S. companies persists and continues to evolve. The U.S.
Intelligence Community judges that Chinese state-sponsored cyber operators continue to support
Beijing’s strategic development goals, including its S&T advancement, military modernization,
and economic development.

In September 2017, the DOJ filed an indictment against three Chinese nationals who “were
owners, employees and associates of the Guangzhou Bo Yu Information Technology Company
Limited'**® (Boyusec), a company that cybersecurity firms have linked to the Chinese
government.'%? Three firms, all with operations in the United States, are named in the indictment
as victims: Moody’s Analytics, Siemens AG, and Trimble Inc. The cyber intrusions against
Trimble continued until March 2016 (and the related conspiracy which continued until “at least
May 2017199, targeted the three named firms to steal confidential business and commercial
information and work product.!%!

Specifically, in 2015 and 2016, Trimble was working to develop a new global navigation satellite
systems product that “combined software with a relatively low cost antenna to significantly
improve the positioning accuracy of mobile devices”!%? (Commercial GNSS Project).
“Beginning no later than December 2015, and continuing through March 2016, the co-
conspirators targeted the servers within Trimble’s network,” and by the middle of January 2016
the hackers had “accessed Trimble’s network and copied, packaged, and stole computer files
containing commercial business documents and data” related to the GNSS project.”!% In
addition to the theft of market research and strategy information, the stolen files also included
“confidential and proprietary schematic design for the hardware receiver equipment”!°* and “two
directory lists [...] listed files containing the names of a Trimble engineer related to the
Commercial GNSS Project.”'% “In total, conspirators stole at least 275 megabytes of data,
including compressed data, which included hundreds of files that would have assisted a Trimble
competitor in developing, providing, and marketing similar software and subscriptions services,
without incurring millions of dollars in research and development costs.”'%® According to the

1058 1J.S. v. Wu Yingzhou et al., (September 13, 2017) (Crim. No. 17-247 W.D.Pa.).

1059 There have been many public reports linking the firm Boyusec with China’s Ministry of State Security (MSS)
and/or the PLA’s cyber unit. For example, a report from a private cybersecurity firm, Recorded Future, published on
May 17th, 2017, links Boyusec to the Chinese Ministry of State Security. The report alleges that the known threat
actor group “APT3” is in fact Boyusec and is directly linked to the Chinese state. Insikt Group, Recorded Future
Research Concludes Chinese Ministry of State Security Behind APT3, RECORDED FUTURE, May 17, 2017 (linking
these attacks to the MSS). See also Siemens, Trimble, Moody’s breached by Chinese Hackers, U.S. Charges,
REUTERS, Nov. 27, 2017 (linking Boyusec hacks to the PLA).

1060 UJ.S. v. Wu Yingzhou et al., at 3.

1061 UJ.S. v. Wu Yingzhou et al., at 3-9.
1062U.8. v. Wu Yingzhou et al., at 7.
1063 U.S. v. Wu Yingzhou et al., at 8.
1064 J.S. v. Wu Yingzhou et al., at 8.
1065 J.S. v. Wu Yingzhou et al., at 9.
1066 1J.S. v. Wu Yingzhou et al., at 9.
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indictment, intended customers of the Commercial GNSS Project included construction, land
survey, and agricultural sectors and the technology had no military applications.!%’

Similarly, U.S. cybersecurity firms have concluded that cyber intrusions against U.S. firms by
Chinese state-sponsored and supported hackers since September 2015 have decreased or become
more difficult to detect, but none has concluded that the activity has ceased entirely.!°® In June
2016, the cybersecurity firm FireEye!'%® stated in a report that while cyber intrusions appear to be
less voluminous, the attacks appear to now be more focused.!°’”® According to the report, FireEye
observed 262 cyber intrusions from late 2015 through mid-2016, conducted by 72 different
China-based groups whose identities range from “government and military actors, contractors,
patriotic hackers, and even criminal elements.”!?”! Of the 262 observed intrusions, 182 involved
the networks of private and public U.S. entities.!’”> FireEye recorded that in April and May 2016,
“three groups compromised the networks of four firms headquartered in the United States,
Europe, and Asia that are involved in the manufacturing of semiconductors and chemical
components used in the production of semiconductors.”!?7?

One of the more notable exceptions to the observed decline comes from APT10, which is believed
by several cybersecurity firms to be a Chinese cyber espionage group.!°’* In late 2016, BAE
Systems and PricewaterhouseCoopers reported that they had been investigating a campaign of
intrusions, referred to as “Operation Cloud Hopper” by APT10 against several major IT managed
service providers, including some U.S. companies.!””> According to BAE, APT10’s targeting is
consistent with “industries that align with China’s 13th Five-year Plan which would provide
valuable information to advance the domestic innovation goals held within China.”'’® FireEye
believes that APT10’s activities historically have been “in support of Chinese national security

1067J.S. v. Wu Yingzhou et al., at 7.

10688 FIREEYE, REDLINE DRAWN: CHINA RECALCULATES ITS USE OF CYBER ESPIONAGE 12-14 (2016).

1069 FireEye is now the parent company of Mandiant.

1070 Robert Hackett, China's Cyber Spying on the U.S. Has Drastically Changed, FORTUNE, June 25, 2016,
(interviewing Laura Galante of FireEye). See also FIREEYE, REDLINE DRAWN: CHINA RECALCULATES ITS USE OF
CYBER ESPIONAGE 4 (2016). FireEye concludes that Chinese cyberintrusions and cybertheft were decreasing since
mid-2014 due to a number of factors including “ongoing [Chinese] military reforms, widespread exposure of
Chinese cyber operations, and actions taken by the U.S. government.” /d. at 4; see also I[P COMMISSION, UPDATE TO
THE IP COMMISSION REPORT (2017) (“cyberattacks may have declined in volume since about 2014, although
whether this is a result of a crackdown in China on responsible units in the People’s Liberation Army (PLA) or other
factors is not entirely clear.”). Other commenters note the decrease in activity linking it to the September 2015 joint
statement as well as ongoing Chinese PLA reorganization, see, for example, James Lewis, CSIS, Submission,
Section 301 Hearing 5 (Sept. 2017); and Erin Ennis, U.S.-CHINA BUSINESS COUNCIL [Aereinafter “USCBC™],
Testimony, Section 301 Hearing (Oct. 10, 2017) (referring to FireEye’s June 2016 report concluding “a notable
decrease in reports by American companies of intrusions from suspected Chinese hackers.”).

107! FIREEYE, REDLINE DRAWN: CHINA RECALCULATES ITS USE OF CYBER ESPIONAGE 15 (2016).

1072 FIREEYE, REDLINE DRAWN: CHINA RECALCULATES ITS USE OF CYBER ESPIONAGE 12 (2016).

1073 FIREEYE, REDLINE DRAWN: CHINA RECALCULATES ITS USE OF CYBER ESPIONAGE 13 (2016).

1074 See e.g., FireEye, APT10 (MenuPass Group): New Tools, Global Campaign Latest Manifestation of
Longstanding Threat (Apr. 6, 2017); See also BAE Systems, APT10 — Operation Cloud Hopper, (2017).

1075 pwC, BAE SYSTEMS, APT10 — OPERATION CLOUD HOPPER (2017), available at https://www.pwc.co.uk/cyber-
security/pdf/cloud-hopper-report-final-v4.pdf.

1076 pwC, BAE SYSTEMS, APT10 — OPERATION CLOUD HOPPER 15 (Apr. 2017).
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goals, including acquiring valuable military and intelligence information as well as the theft of
confidential business data to support Chinese corporations.”!%”’

BAE notes that APT10’s activities use a strategy that is difficult to trace.!’® By targeting IT
managed service providers, APT10 is seeking the ability “to move laterally onto the networks of
potentially thousands of other victims” and “has been observed to exfiltrate stolen intellectual
property” while evading a network’s defenses.!” BAE concludes that APT10 has increased its
sophistication and has “significant staffing and logistical resources, which have increased over
the last three years, with a significant step-change in 2016.”!1%%

Another cybersecurity firm, Fidelis Cybersecurity, concluded that APT10 installed malware on
the website of the National Foreign Trade Council (NFTC), such that when U.S. member
companies registered for NFTC’s board meeting scheduled for March 2017, the malware would
be executed on their computers.!®! According to Fidelis Cybersecurity, this particular malware
would allow APT10 to exploit vulnerabilities known to exist within the user’s applications. !
NFTC board members that may have sought to register for the meeting include a large group of
leading U.S. companies across a wide range of commercial sectors.!%®?

The data set since September 2015 is necessarily more limited than the extensive data collected
over the last decade on Chinese cyber intrusions and cyber theft. Notwithstanding an apparent
decline in the observed number of cyber incidents, the continued use of cyber intrusions by the
Chinese government targeting U.S. companies remains a serious problem. State-sponsored cyber
intrusions originating from China into U.S. commercial networks occur alongside China’s
institutional framework for promoting its industrial and technological development through a
state-led model in which state-owned enterprises and national champions are the recipients of
extensive state support. In sum, the evidence indicates that China continues its policy and
practice, spanning more than a decade, of conducting and supporting cyber-enabled theft and
intrusions into the commercial networks of U.S. companies. This conduct provides the Chinese

1077 APTI0 (MenuPass Group): New Tools, Global Campaign Latest Manifestation of Longstanding Threat,
FIREEYE, Apr. 6, 2017, https://www.fireeye.com/blog/threat-research/2017/04/apt10_menupass_grou.html.

1078 pwC, BAE SYSTEMS, APT10 — OPERATION CLOUD HOPPER (Apr. 2017).

1079 pwC, BAE SYSTEMS, APT10 — OPERATION CLOUD HOPPER 8 (Apr. 2017).

1030 pwC, BAE SYSTEMS, APT10 — OPERATION CLOUD HOPPER 5 (Apr. 2017). FireEye, in April of 2017 agreed that
APT10 had expanded their operations. See APT10 (MenuPass Group): New Tools, Global Campaign Latest
Manifestation of Longstanding Threat, FIREEYE, Apr. 6, 2017.

181 Operation TradeSecret: Cyber Espionage at the Heart of Global Trade, FIDELIS CYBERSECURITY (Apr. 6, 2017),
https://www.fidelissecurity.com/TradeSecret.

182 Operation TradeSecret: Cyber Espionage at the Heart of Global Trade, FIDELIS CYBERSECURITY (Apr. 6, 2017).
1083 According to NFTC’s website, board members include: ABB Incorporated, Amazon, Amgen, Applied Materials,
Baxter International, British American Tobacco, Caterpillar Incorporated, Chevron, Cisco Systems, Inc., The Coca-
Cola Company, ConocoPhillips, Inc, Corning Incorporated, Deloitte & Touche, LLP, Dentons US LLP, DHL
Express (USA) Inc., E.I. du Pont de Nemours & Company, eBay Inc., Ernst & Young LLP, ExxonMobil
Corporation, FCA US LLC, FedEx Express, Fluor Corporation, Ford Motor Company, General Electric Company,
Google Inc., Halliburton Company, Hanesbrands Inc., Hewlett Packard Enterprise Company, HP Inc,

IBM Corporation, Johnson Controls, KPMG, LLP, Mars Incorporated, Mayer Brown LLP, McCormick &
Company, Inc., Microsoft Corporation, Mondelgz International, Occidental Petroleum Corporation, Oracle
Corporation, Pernod Ricard USA, Pfizer Inc., PMI Global Services Inc, PricewaterhouseCoopers LLP, Procter &
Gamble Company, Qualcomm Incorporated, Siemens Corporation, TE Connectivity, Toyota Motor Sales, USA,
Incorporated, United Technologies Corporation, UPS, Visa Inc, and Wal-mart Stores.
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government with unauthorized access to intellectual property, trade secrets, or confidential
business information, including, but not limited to, technical data, negotiating positions, and
sensitive and proprietary internal business communications. Indeed, the U.S. Chamber of
Commerce in its submission states that the “U.S. industry does not believe there has been a full
cessation of cyber enabled IP theft, and we urge the Trump Administration to ensure the Chinese
government upholds the agreement.”!%%4

C. China’s Acts, Policies, and Practices Regarding Cybertheft of Intellectual
Property Are Unreasonable

As described above, the statute defines an “unreasonable” act, policy, or practice as one that
“while not necessarily in violation of, or inconsistent with, the international legal rights of the
United States is otherwise unfair and inequitable.”'%®> The statute expressly provides that acts,
policies, or practices that are unreasonable includes those that deny fair and equitable provision
of “adequate and effective protection of intellectual property rights notwithstanding the fact that
the foreign country may be in compliance with the specific obligations of the Agreement on
Trade-Related Aspects of Intellectual Property Rights.”!%8¢

It is the longstanding policy of the United States, most recently reaffirmed in 2014 in
Presidential Policy Directive 28 (PPD-28), that “[t]he collection of foreign private commercial
information or trade secrets is authorized only to protect the national security of the United
States or its partners and allies. It is not an authorized foreign intelligence or
counterintelligence purpose to collect such information to afford a competitive advantage to
U.S. companies or U.S. business sectors commercially.”!%%’

In fact, China’s activities stand in contrast to domestic and international standards adopted
around the world. Many countries prohibit and even criminalize the unauthorized intrusions
into computer networks in certain circumstances, including intrusions that result in
misappropriation of trade secrets.!®® Moreover, countries around the world have repeatedly
condemned activities by government actors to misappropriate trade secrets for commercial
purposes. For example, leaders of the 21-member Asia-Pacific Economic Cooperation
(APEC), which includes China, in November 2016 “reaffirm[ed] that economies should not
conduct or support information and communications technology (ICT)-enabled theft of
intellectual property or other confidential business information, with the intent of providing

1084 J.S. CHAMBER OF COMMERCE, Submission, Section 301 Hearing 38 (Oct. 3,2017).

108519 U.S.C. § 2411(d)(3)(A).

1086 19 U.S.C. § 2411(d)(3)(B)(D)(ID).

187 Presidential Policy Directive — 2014 Directive on Signals Intelligence Activities, Daily Comp. Pres. Docs.
Section 1(c) (Jan. 17th, 2014), https://obamawhitehouse.archives.gov/the-press-office/2014/01/17/presidential-
policy-directive-signals-intelligence-activities.

1088See e.g., In the UK, Computer Misuse Act, 1990, § 1(1)(a); in Ireland, Criminal Damage Act, 1991, § 5(1); in
Sweden, Lag (1990:409) Protection of Business Secrets Act and Brottsbalken [BrB][Criminal Code] 4:9¢ (Swed); in
Italy, C.p. 615.ter; in Germany, Strafgesetzbuch [STGB][Penal Code] S (202)(2) and (303)(b); in Japan,
[Unauthorized Computer Access Act], Law No. 128 of 1999, art. 3(2).
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competitive advantages to companies or commercial sectors.”!®®° Similarly, in November
2015, at the Antalya Summit, the G20 Leaders’ Communique stated: “In the ICT environment,
just as elsewhere, states have a special responsibility to promote security, stability, and
economic ties with other nations. In support of that objective, we affirm that no country should
conduct or support ICT-enabled theft of intellectual property, including trade secrets or other
confidential business information, with the intent of providing competitive advantages to
companies or commercial sectors.”!?%

The fact that a wide group of countries, including China have condemned ICT-enabled theft of
intellectual property by foreign governments reinforces the conclusion that government acts,
policies, and practices involving cyber theft of trade secrets for a commercial purpose is
unreasonable.

Claims that there is no meaningful distinction between the Chinese government’s cyber
activities and that of other countries, including the United States, are not valid. China’s cyber
intrusions are unique from those of Western market economies because the intrusions occur
within the framework of China’s extensive state-driven economic development model, which
has no parallel in Western market economies. Not only does the United States not rely on
extensive industrial policy tools to identify specific commercial sectors and commercial
technologies for development, the United States does not have national champions and state-
owned enterprises to implement such policies. In other words, U.S. companies “do not have the
advantage of leveraging government intelligence data for commercial gain.”!%!

Moreover, China’s troubling track record of using cyber intrusion and cyber theft to target U.S.
companies in sectors prioritized by China’s industrial policies is “hurting the case for free trade”
because “[m]utually beneficial economic exchange occurs only when there is acceptance of the
rule of law. If the legal protection of property rights is ignored, free exchange makes much less
sense: One side just takes from the other.”!%%?

1989 Fact Sheet: 24th Annual APEC Economic Leaders’ Meeting, White House Office of the Press Secretary (Nov.
20, 2016), available at https://obamawhitehouse.archives.gov/the-press-office/2016/11/20/fact-sheet-24th-annual-
apec-economic-leaders-meeting. In addition, the APEC leaders adopted a series of best practices on trade secret
protection and enforcement against misappropriation that recognizes that APEC economies should consider
applying criminal liability for the willful theft of trade secrets that can arise through electronic intrusions for a
commercial advantage. See https://ustr.gov/sites/default/files/11202016-US-Best-Practices-Trade-Secrets.pdf.

1090 G20 LEADERS' COMMUNIQUE, ANTALYA SUMMIT 926 (Nov. 2015), available at http://g20.org.tr/g20-leaders-
commenced-the-antalya-summit/. In September 2017, the G7 issued the following G7 ICT and Industry Ministers'
Declaration, “reaffirm[ing] that no country should conduct or support ICT-enabled infringement or misappropriation
of intellectual property, including trade secrets or other confidential business information, with the intent of
providing competitive advantages to companies or commercial sectors.” G7 ICT and Industry Ministers’ Declaration
Making the Next Production Revolution Inclusive, Open and Secure (Sept. 26 2017).

191 Cyber Espionage and the Theft of U.S. Intellectual Property and Technology: Hearing Before the House of
Representatives Committee on Energy and Commerce Subcommittee on Oversight and Investigations (July 9, 2013)
(statement of Larry M. Wortzel).

1092 Derek Scissors, Chinese Economic Espionage Is Hurting the Case for Free Trade, HERITAGE (Nov. 19, 2012),
http://www.heritage.org/trade/report/chinese-economic-espionage-hurting-the-case-free-trade.
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Based on the foregoing factors, China’s acts, policies, and practices of cyber intrusions into the
computer networks of U.S. business and the theft of firms’ sensitive commercial information
are unreasonable.

D. China’s Acts, Policies, and Practices Regarding Cybertheft of Intellectual
Property Burden U.S. Commerce

China’s cyber intrusion and cyber theft activities harm U.S. business interests in a variety of
ways. It can be difficult to assess the full burden on U.S. commerce because of chronic under
reporting, companies being unaware that their network have been compromised or being unaware
of the extent of the damage done. Nevertheless, a recent survey conducted by the Bureau of
Industry and Security (BIS) contains the responses of more than 8,000 companies in the United
States about the impact they face from malicious cyber activity from all sources. Respondents
noted the following impacts in descending order:

Major New Investment in Cyber Security I 93(
IT Downtime NI 825
Costs From Damage Assessment/Remediation I 649
Loss of Sales/ Business Interruption N 264
Damage to Company Systems IS 173
Damage to IT Infrastructurc N 148
Exfiltration of CSI N 140
Revised Approach to International Partnerships [l 113
Significant Change in R&D Strategy [l 83
Theft of Software/ Source Code Hll— 54
Exit from Product/ Business Line M 32
Exit from Foreign Markets/ Segments M 29
0 200 400 600 800 1000
Number of Respondents

Source: U.S. Department of Commerce, Bureau of Industry and Security, Ongoing Defense
Industrial Base Assessment.

First and foremost, cyber intrusions and cyber theft damage company performance and
competitiveness, and result in lost sales, lost revenue, disruption of supply chains, lost business
opportunities, and failure to achieve return on investment. For example, SolarWorld in its
submission to USTR in connection with this investigation stated that the Chinese government’s
cyber-theft of its proprictary business information “resulted in more than $120 million in
damages in the form of lost sales and revenue” because Chinese producers entered the market
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earlier than expected based on the proprietary information taken.'®* SolarWorld’s statement
also provided the following:

The injury to SolarWorld and other solar manufacturers is particularly acute, given the
[Chinese] government subsidized Chinese producers of solar cells and panels, who
appear to have benefited from the stolen trade secrets, have been flooding the U.S.
marked with dumped products, since 2012, driving nearly 30 U.S. companies out of
business, and leaving the U.S. solar manufacturing industry on the brink of collapse.!***

At the hearing, Solar World America’s CEO, Jiirgen Stein, testified:

[SolarWorld’s] efforts to stay ahead of the Chinese wave of illegally dumped and
subsidized lower power and quality imports were thwarted by the hacking and theft of
proprietary information about the [passivated emitter rear contact (PERC)] process that
we had innovated. Between May and September 2012, exactly the time we brought this
technology to mass production, SolarWorld's IT system was hacked 13 times by Chinese
military hackers. Now, armed with our proprietary data and armed with our cost data, we
saw our Chinese competitors leap overnight into PERC technology that we had innovated
and with economic information that would unfairly enhance their positions in price
negotiations.

By early 2014, a prominent Chinese-based solar rival, JA Solar, announced it was
converting to PERC technology, and it began mass production of PERC in May of that
year.!”> By early 2015, Chinese-based Trina announced its own PERC conversion and
came to the market later that year with a comparable PERC technology.

While the five Chinese military hackers have never been brought to justice in this
country, we firmly believe that were it not for their economic espionage and theft from
SolarWorld Americas, Chinese solar producers like JA Solar and Trina would have taken
far longer to make the leap into PERC technology. State-sponsored hacking and theft by
China greatly weakened SolarWorld's first-mover status and again left SolarWorld
vulnerable to China's relentless effort to take over the U.S. solar industry through the sale
of solar cells and panels below the cost of production.!%%

In a post-hearing submission to USTR, SolarWorld stated:

Perhaps the greatest loss that SolarWorld has sustained, and continues to sustain, as a
result of the Chinese government's cyberhacking is the unfair loss of its competitive
advantage, thereby resulting in significant losses in market leadership, sales, and
profitability.... SolarWorld has invested in significant R&D and in the application of new

1093 SOLARWORLD, Submission, Section 301 Hearing 3-6 (Oct. 20, 2017) (“SolarWorld strongly believes that this
[early entry of Chinese solar competitors] was the result of information stolen from SolarWorld’s systems and
provided to SolarWorld’s Chinese competitors.”).

1094 SOLARWORLD. Submission, Section 301 Hearing 5-6 (Sept. 28, 2017).

1095 Iy its post-hearing submission, SolarWorld provided a correction that JA Solar announced it had launched its
PERC product in October 2013. SOLARWORLD, Submission, Section 301 Hearing 5 (Oct. 20, 2017).

109 Juergen Stein, SOLARWORLD, Testimony, Section 301 Hearing 76 (Oct. 10, 2017).
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technologies in its manufacturing process, all with the goal of moving solar technology
forward and successfully competing with the unfairly-priced solar cell and module
imports from manufacturers in Asia. These efforts, however, were lost almost overnight
when Chinese state-backed actors infiltrated SolarWorld’s systems and stole its
proprietary information. This loss has been devastating to SolarWorld. As explained in
[SolarWorld CEQ’s] testimony, SolarWorld worked for eight years on the development
of the state-of-the-art Passivated Emitter Rear Contact (PERC) technology.' After years
of R&D, SolarWorld became the first manufacturer to industrialize PERC cell
production, an advantage, based on the price premium for the state-of-the-art technology
and high-quality materials used to produce quality product, that we expected to remain
for several years. Instead, SolarWorld's significant investments in this technology -
estimated at approximately $60 million in R&D and $600 million total in setting up all
production sites, equipment and processes — have been undercut by Chinese
competitors.'%’

As the SolarWorld example illustrates, Chinese cyber theft of commercially sensitive
information often takes place in industries that the Chinese government has prioritized for state-
support, and the victims often operate in U.S. industries that are already suffering from the result
of China’s other policy tools.

Moreover, U.S. companies often lack effective recourse under U.S. or Chinese law after they
have been a victim of a Chinese cyber intrusion or cyber theft to recover the damages they
incurred from such activity. As described above, the practical and financial challenges of
litigation prevented U.S. Steel from being able to seek legal relief against its well-funded
Chinese SOE adversary in litigation.!%®

In addition, there are significant remediation costs a company must incur after a cyber intrusion.
Even if the hackers are ultimately unable to monetize all the information they have stolen, the
victim must expend significant resources to deal with the potential implications. Cyber
intrusions and cybertheft can lead to service disruptions that interrupt a firm’s sales or other
operations.'” According to one study, it takes on average 191 days to identify that a data
breach has occurred, and 66 days to contain it.!' Containing a data breach requires “forensic
and investigative activities, assessment and audit services, crisis team management and
communications to executive management and board of directors.”!1%!

197 SOLARWORLD, Submission, Section 301 Hearing 2-4 (Oct. 20, 2017).

1098 J.S. STEEL, Submission, Section 301 Hearing 2 (Sept. 28, 2017).

109 MCAFEE, CSIS, THE ECONOMIC IMPACT OF CYBERCRIME AND CYBER ESPIONAGE 10 (July 2013).

1100 PONEMON INSTITUTE, 2017 COST OF DATA BREACH STUDY 3 (June 2017).

1101 PONEMON INSTITUTE, 2017 COST OF DATA BREACH STUDY 3 (June 2017). The report details these activities
further: “Conducting investigations and forensics to determine the root cause of the data breach; Determining the
probable victims of the data breach; Organizing the incident response team; Conducting communication and public
relations outreach; Preparing notice documents and other required disclosures to data breach victims and regulators;
Implementing call center procedures and specialized training.” /d. at 29.
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Even after a data breach is contained, companies bear significant additional burdens including
“legal expenditures . . . identity protection services and regulatory interventions.”!1%?
Reputational damage is also a burden that companies in many instances bear after experiencing
cyber intrusion or cyber theft. After such breaches, experts observe that a company’s valuation
may decrease from a drop in stock prices after the company publicly reports that it has been
hacked.!!®

At the macro-level, one study concluded that cyber intrusions and cyber theft have a significant
impact on U.S. employment. A report by the Center for Strategic and International Studies
(CSIS) and McAfee, found that cybercrime from all sources costs approximately 200,000 jobs
annually in the United States.!!® According to CSIS, “Cybercrime is a tax on innovation and
slows the pace of global innovation by reducing the rate of return to innovators and
investors...For developed countries; cybercrime has serious implications for employment. The
effect of cybercrime is to shift employment away from jobs that create the most value. Even small
changes in GDP can affect employment.”!1%

For all of the foregoing reasons, China’s cyber activities targeting U.S. companies poses
significant costs on U.S. companies and burdens U.S. commerce.

1102 PONEMON INSTITUTE, 2017 COST OF DATA BREACH STUDY 3 (June 2017).

1103 MCAFEE, CSIS, THE ECONOMIC IMPACT OF CYBERCRIME AND CYBER ESPIONAGE at 12-13. The report notes that
valuation drops typically do not appear to be permanent; however, financial transactions and lost expectations
occurring during the window of any valuation drop would reasonably have an impact on the firm.

1104 press Release, McAfee and CSIS: Stopping Cybercrime Can Positively Impact World Economies (June 9,
2014), https://www.mcafee.com/us/about/news/2014/q2/20140609-01.aspx.

1105 press Release, McAfee and CSIS: Stopping Cybercrime Can Positively Impact World Economies (June 9,
2014), https://www.mcafee.com/us/about/news/2014/q2/20140609-01.aspx.
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A. Introduction

The Federal Register Notice also invited comments from interested parties on other acts, policies
and practices of China relating to technology transfer, intellectual property (IP), and innovation
that might be included in this investigation, and/or might be addressed through other applicable
mechanisms.!!% The following issues were cited by interested parties as acts, policies, and
practices of China that may warrant investigation. While the following actions may well meet
the Section 301 standards of unreasonable or discriminatory acts, policies, and practices that
burden or restrict U.S. commerce, this investigation does not make that determination. These
matters warrant further investigation. Going forward, USTR will identify the best tools to
address them including, but not limited to, more intensive bilateral engagement, WTO dispute
settlement, and/or additional Section 301 investigations.

1. Measures Purportedly Related to National Security or Cybersecurity

Stakeholders report that China increasingly is incorporating into its commercial regulations
protections allegedly needed for “national security” or “cybersecurity” purposes.!!’” Many of
China’s regulations are new or in draft form and their effect on U.S. companies is still coming
into view. Companies have raised particular concerns about the Cybersecurity Law of the
People’s Republic of China (Cybersecurity Law). The Cybersecurity Law, which came into
effect in June 2017, generally establishes security reviews for a broad range of IT products and
services!!%; imposes restrictions on the cross-border flow of data; requires data localization for
certain parties and types of data; and authorizes the development of national cybersecurity

standards that exceed the burden and scope of international standards.'!%

The Cybersecurity Law’s provision requiring the implementation of a cybersecurity-specific
multilevel protection scheme for information and communications technology (ICT) products
used in network security appears to reinforce China’s Regulations on Classified Protection of
Information Security, also known as the Multi-Level Protection Scheme (MLPS), about which

1106 See Appendix A.

1107 These cyber-security measures/protections include: Administrative Measures for New Internet Services Security
Assessments (Draft), Baseline for Cybersecurity Classified Protection: Special Security Requirements for Mobile
Interconnection (Draft), Catalogue of Network (Cyber) Critical Equipment and Cybersecurity Specific Products,
Controllability Evaluation Index for Security of Information Technology Products, Part 1: General Principles
(Draft), Controllability Evaluation Index for Security of Information Technology Products, Part 2: Central
Processing Unit (Draft), Controllability Evaluation Index for Security of Information Technology Products, Part 5:
General Purpose Computer (Draft), Cryptography Law of the People’s Republic of China (Draft), Cybersecurity
Law, National Security Law of the People’s Republic of China, Key Network and Specialized Equipment Security
Products Catalogue, Regulations on Classified Protection of Information Security (MLPS), and Information
Security Technology — Security Controllable Level Evaluation Index of Information Technology Products: Part 2:
Central Processing Unit (Draft).

1108 For a discussion of security review processes and requirements for disclosure of sensitive information, see
Section II.C. of this report.

1109 See, e.g., NAT’L FOREIGN TRADE COUNCIL [hereinafter “NFTC”], Submission, Section 301 Hearing 4 (Sept. 28,
2017) (explaining that particularly with respect to cloud service providers, China is the only country addressing
national security concerns by pressuring the transfer of technology).
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the United States has expressed concern since adoption in 2007.!''% In general, the MLPS is a
system that classifies ICT products and components according to their level of national security.
It is reportedly aimed at promoting indigenous innovation by mandating that products used in
Chinese information networks at a certain level of national security importance be developed and
produced by entities owned or controlled by the government.!!!!

With regard to data localization, a number of interested parties discussed Chinese policies that
require certain “critical information infrastructure providers” to store their data on servers in
China.!''? As the U.S. Chamber of Commerce explained, if a foreign company is forced to
localize a valuable set of data or information in China, whether for R&D purposes or simply to
conduct their business, it will have to assume a significant amount of risk that its data or
information may be misappropriated or misused, especially given the environment in China,
where companies face significant legal and other uncertainties when they try to protect their data
and information.'''® As noted further, “Chinese laws, such as the National Security,
Cybersecurity, and recently passed National Intelligence Laws, give authorities expansive
latitude to gain access to companies’ physical facilities and digital information.”!!!4

Fears about data misappropriation are also raised by Article 37 of the Cybersecurity Law, which
prohibits critical information infrastructure operators from exporting “personal information” or
“important data” unless they have first gone through a security assessment. While some other
jurisdictions require companies to ensure an adequate level of protection for personal
information transferred abroad, typically these rules are strictly limited to personal information.
An extension to “important data” would therefore appear to sweep in much of the business data
that is otherwise routinely and freely transferred cross-border by multinationals operating in
other jurisdictions.!!!> Moreover, as the general scope of these security assessments is still being
defined, it remains worth monitoring whether China will ultimately impose stricter requirements
for “personal information” exports than what is now found in international practice.

Stakeholders also raised concerns with China’s encryption regulations and the China
Compulsory Certification (CCC) testing regime for information security products. While these
measures have been in force since 2009, until 2017 they were limited to companies seeking to
sell to China’s government. However, in June 2017, the Cybersecurity Administration of China

119 INFORMATION TECHNOLOGY & INNOVATION FOUNDATION [hereinafter “ITIF”], Submission, Section 301
Hearing (Sept. 28, 2017).

M1Y.S. CHAMBER OF COMMERCE [hereinafter “U.S. Chamber”], Submission, Section 301 Hearing 32 (Oct. 3,
2017); SEMICONDUCTOR INDUSTRY ASS’N [hereinafter “SIA”], Submission, Section 301 Hearing 11-2 (Oct. 5,
2017).

112 The definition given for “critical information infrastructure operators” in the Cybersecurity Law (adopted by the
Twentieth Session of the Twelfth NPC on Nov. 7, 2016, effective June 1, 2017) is vague and it is unclear how
broadly it will be interpreted. See Cybersecurity Law, art. 31 (“The national government, on the basis of a network
security level protection system, will prioritize protection of important industries and fields including public
communications and information services, energy, transport, water utilities, finance, public services, and e-
government affairs, as well as other critical information infrastructure that may result in serious damage to national
security, people’s livelihoods, and the public interest as soon as it is destroyed, loses its functionality or experiences
a data breach.”).

13 See, e.g., U.S. CHAMBER, Submission, Section 301 Hearing 33-4 (Oct. 3, 2017).

114 See, e.g., U.S. CHAMBER, Submission, Section 301 Hearing 10, 34 (Oct. 3, 2017).

115U.S. CHAMBER, Submission, Section 301 Hearing 10, 34 (Oct. 3, 2017).
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released the Catalogue of Critical Network Equipment and Network Security Products (First
Batch),"''® which expanded the restrictions beyond government procurement to 15 categories of
commercial products, including routers, anti-spam software, servers, and other technology
products.'''” These and other final and draft regulations raise substantial concerns for U.S.
stakeholders.

2. Inadequate Intellectual Property Protection

Inadequate protection of IP has been a top concern for American companies doing business in
China for many years.!!!® Stakeholders identified numerous IP protection problems including
trade secret theft'!!” and bad faith trademarking.!'>* With regard to patents, stakeholders also
asserted that Chinese government-owned entities were responsible for substantial
infringement.!'?! Stakeholders were further concerned about widespread counterfeiting in China
and the distribution of counterfeit products over the Internet.!'??> Counterfeiting occurs in a wide

16 Four Department Notice on Announcing the Catalogue of Critical Network Equipment and Network Security
Products (First Batch) (National Internet Information Office, MIIT, Public Security Bureau, Certification and
Accreditation Administration, issued June 1, 2017).

7 TELECOMMUNICATIONS INDUSTRY ASS’N [hereinafter “TIA”], Submission, Section 301 Hearing 3 (Sept. 28,
2017).

1118 See e.g., AM. BAR ASS’N [hereinafter “ABA 1PL”], Submission, Section 301 Hearing 2 (Sept. 27, 2017); ABRO
INDUSTRIES [hereinafter “ABRO”], Submission, Section 301 Hearing 1 (Sept. 28,2017); AM. APPAREL &
FOOTWEAR ASS’N [hereinafter “AAFA”], Submission, Section 301 Hearing 2, 4 (Sept. 28, 2017); AM. BRIDAL &
PROM INDUSTRY ASS’N [hereinafter “ABPIA”], Submission, Section 301 Hearing 2-3 (Sept. 28, 2017); AM
CHAMBER OF COMMERCE SHANGHAI [hereinafter “Am. Cham. Shanghai”], Submission, Section 301 Hearing 1
(Sept. 28,2017); AM. CHEMISTRY COUNCIL [hereinafter “ACC”], Submission, Section 301 Hearing 3 (Sept. 27,
2017); AM. SUPERCONDUCTOR CORP. [hereinafter “AMSC”], Submission, Section 301 Hearing 2-3 (Sept. 28,
2017); BIOTECHNOLOGY INNOVATION ORG. [hereinafter “B1O”], Submission, Section 301 Hearing 1-2 (Sept. 28,
2017); BONUMOSE BIOCHEM [hereinafter “Bonumose”], Submission, Section 301 Hearing 3-4 (Sept. 27, 2017); LEE
BRANSTETTER, Submission, Section 301 Hearing 4 (Sept. 28, 2017); Stephen Zirschky, Submission, Section 301
Hearing 2 (Sept. 28, 2017); BSA THE SOFTWARE ALLIANCE [hereinafter “BSA”], Submission, Section 301 Hearing
2 (Sept. 28, 2017); JACK CHANG, Submission, Section 301 Hearing 4 (Sept. 28, 2017); COMPTIA, Submission,
Section 301 Hearing 2 (Sept. 28, 2017); CONGRESSMAN PASCRELL, Submission, Section 301 Hearing 4 (Sept. 28,
2017); CONSUMER TECHNOLOGY ASS’N [hereinafter “CTA”], Submission, Section 301 Hearing 2 (Sept. 28, 2017);
James Lewis, CENTER FOR STRATEGIC & INT’L. STUDIES [hereinafter “CSIS”], Submission, Section 301 Hearing 6
(Sept. 27, 2017); DAIS ANALYTIC CORP. [hereinafter “Dais”], Submission, Section 301 Hearing 2 (Sept. 27, 2017);
COMM’N ON THE THEFT OF INTELLECTUAL PROPERTY [hereinafter “IP Commission’], Submission, Section 301
Hearing 3 (Sept. 28, 2017); MOTOR & EQUIPMENT MANUFACTURERS ASS’N [hereinafter “MEMA”], Submission,
Section 301 Hearing 2 (Sept. 28, 2017); MICHELMAN, Submission, Section 301 Hearing 2 (Oct. 6, 2017); NAT’L.
ASS’N OF MANUFACTURERS [hereinafter “NAM”], Submission, Section 301 Hearing 2 (Sept. 28, 2017); NFTC,
Submission, Section 301 Hearing 2 (Sept. 28, 2017); PHRMA, Submission, Section 301 Hearing 2 (Sept. 22, 2017);
SIA, Submission, Section 301 Hearing 1 (Oct. 5, 2017); STEWART & STEWART, Submission, Section 301 Hearing 2
(Sept. 28, 2017); U.S. CHAMBER, Submission, Section 301 Hearing 5 (Oct. 3,2017); U.S. CHINA BUSINESS COUNCIL
[hereinafter “USCBC”], Submission, Section 301 Hearing 2 (Sept. 28, 2017); U.S. COUNCIL FOR INT’L BUSINESS
[hereinafter “USCIB”], Submission, Section 301 Hearing 1-2 (Sept. 28, 2017); WILEY REIN, Submission, Section
301 Hearing 12, 14 (Sept. 28, 2017).

119 QIA, Submission, Section 301 Hearing 15-16 (Oct. 5, 2017); ABA IPL, Submission, Section 301 Hearing 3-4
(Sept. 27,2017).

120 CTA, Submission, Section 301 Hearing 3-4 (Sept. 28, 2017).

1121 CATHERINE LIN-HENDEL, Submission, Section 301 Hearing (Aug. 28, 2017); SKADDEN, ARPS. SLATE,
MEAGHER & FLOM LLP [hereinafter “Skadden”], Submission, Section 301 Hearing 20 (Sept. 28, 2017).

122 AAFA, Submission, Section 301 Hearing 2, 4 (Sept. 28, 2017); ABPIA, Submission, Section 301 Hearing 1-2
(Sept. 28,2017).
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range of product categories, including medicines, consumer electronics, toys, computer
accessories, clothing and footwear, formalwear, automobile parts, and semiconductors.''??

Stakeholders also raised concerns over inadequate IP enforcement mechanisms available in
China. Although some stakeholders submit that the legal framework has improved, many
reported substantial obstacles to civil enforcement and ineffective and inconsistent criminal and
administrative enforcement by the government of China.!'** Stakeholders further stated that
enforcement problems are exacerbated by insufficient governmental coordination, insufficient
political will by Chinese officials, and inadequate resources and capacity to address IP
problems. %3

3. China’s Anti-Monopoly Law

A number of submissions asserted that China uses the Anti-Monopoly Law of the People’s
Republic of China (AML) as a means to obtain U.S. IP, citing as examples the AML agencies’
multiple draft guidelines. Other submissions raised general concern regarding use of the AML
for industrial policy purposes, and several complained about poor procedural protections in
enforcement of the AML and about certain enforcement actions allegedly addressing abuse of
dominance in the exercise of IP rights.

In regard to the concerns raised on IP guidelines, submissions cited the State Administration of
Industry Commerce (SAIC) 2015 Rules on the Prohibition of Conduct Eliminating or Restricting
Competition by Abusing Intellectual Property Rights (SAIC Rules) and the March 2017 draft
State Council Anti-Monopoly Commission Guidelines Against Abuse of Intellectual Property
Rights (Guidelines).!'*® For example, there were concerns with Article 7 of the SAIC Rules,
which recognizes IP as an “essential facility,” with one submission noting that this provision
could allow SAIC to treat any unilateral refusal to license as an “abuse of IPR.”!!?7

In regard to enforcement, several submissions asserted that Chinese AML authorities use the
AML as a tool to advance industrial policy rather than to protect competition.!'?® While some
submissions noted improvements in AML enforcement, they also noted continued concerns with

1123 See, e.g., COMPTIA, Submission, Section 301 Hearing 7 (Sept. 28, 2017); CHINA CHAMBER OF INTERNATIONAL
COMMERCE [hereinafter “CCOIC”], Submission, Section 301 Hearing 24-9 (Sept. 26, 2017); ABPIA, Submission,
Section 301 Hearing 1 (Sept. 28, 2017); U.S. CHAMBER, Submission, Section 301 Hearing 36 (Oct. 3, 2017).

1124 ABA IPL, Submission, Section 301 Hearing 2, 4 (Sept. 27,2017); CTA, Submission, Section 301 Hearing 4
(Sept. 28, 2017); MEMA, Submission, Section 301 Hearing 3-4 (Sept. 28, 2017); NAM, Submission, Section 301
Hearing 13-4 (Sept. 28, 2017); USCBC, Submission, Section 301 Hearing 2 (Sept. 28, 2017).

125 MEMA Submission, Section 301 Hearing 3-4 (Sept. 28, 2017); NAM, Submission, Section 301 Hearing 13-4
(Sept. 28,2017).

1126 See, e.g., Stephen Ezell, ITIF, Testimony, Section 301 Hearing 21 (Oct. 10, 2017); NAM, Submission, Section
301 Hearing 9, 13 (Sept. 28, 2017).

127 QIA, Submission, Section 301 Hearing 13 (Oct. 5, 2017).

1128 See, e.g., USCIB, STATEMENT ON CHINA’S COMPLIANCE WITH ITS WTO COMMITMENTS 15 (Sept. 20, 2017);
USCIB, Submission, Section 301 Hearing 1-2 (Sept. 28, 2017).
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transparency and due process,''?

companies.''*°

and alleged discriminatory enforcement against certain foreign

4. China’s Standardization Law

According to stakeholder submissions, China’s recently enacted Amendments to the
Standardization Law of the People’s Republic of China (Standardization Law Amendments) raise
concerns related to whether U.S. companies will be required to transfer valuable IP or license it
on non-market terms as a condition of participation in standards setting bodies.!!*! Stakeholders
assert that the amendments impose unique and potentially damaging requirements on enterprises
to publicly disclose functional indicators and performance indicators of their products or
services, which may result in unnecessary costs and risks.!!3? Furthermore, the Amendments
reportedly endorse a preference for indigenous innovation in Chinese standards, to the detriment
of U.S. and other non-Chinese companies.!!*3

5. Talent Acquisition

Certain participants in the investigation emphasized the challenges posed by China’s acquisition
of U.S. engineers and other professional employees in technology-related companies. For
instance, the Semiconductor Industry Association (SIA) has observed a “notable shift from
M&A to a more sophisticated process of acquiring hundreds of talented engineers and managers
from foreign companies.”'** As SIA explains:

It has been reported that Chinese state-owned firms have been highly successful in
recruiting this high-tech engineering talent, which is enabled by massive Chinese
government subsidies that allow for salaries to be offered at high, non-market rates.
Often high-level managers are lured away from target companies with compensation
packages four or five times the market rates. These managers then target key former
employees in technology development, manufacturing and facilities, promising outsized
compensation, '3

The Chinese government has issued a number of medium- and long-term plans for talent
development,'!*® while pursuing initiatives that actively encourage the recruitment of foreign

1129 AM. CHAMBER OF COMMERCE CHINA, 2017 AMCHAM CHINA WHITE PAPER 38 (2017).

1130 See, e.g., USCIB, Submission, Section 301 Hearing 2 (Sept. 28, 2017); WILEY REIN, Submission, Section 301
Hearing 6-8 (Sept. 28, 2017); IP COMM’N, Submission, Section 301 Hearing 8 (Sept. 28, 2017).

1131'J.S. CHAMBER, Submission, Section 301 Hearing 26 (Oct. 3, 2017); WILEYREIN, Submission, Section 301
Hearing 6-7 (Sept. 28, 2017).

1132 J.S. CHAMBER, Submission, Section 301 Hearing 26 (Oct. 3, 2017).

133 PRC Standardization Law Amendments, art. 20 (promulgated by the Fifth Session of the Twelfth NPC on Dec.
29, 1988, amended by the Thirtieth Session of the Twelfth NPC on Nov. 4, 2017).

1134 SIA, Submission, Section 301 Hearing 15 (Oct. 5, 2017).

1135 SIA, Submission, Section 301 Hearing 15-6 (Oct. 5, 2017).

1136 For instance, to improve the quality of high-skilled labor in the economy, the CCP Central Committee and the
State Council issued the Outline of the National Medium- and Long-Term Talent Development Plan in 2010. See
Outline of the National Medium- and Long-Term Talent Development Plan (CCP Central Committee and State
Council, Zhong Fa [2010] No. 6, issued Apr. 1, 2010); Wang Huiyao, CHINA’S NATIONAL TALENT PLAN: KEY
MEASURES AND OBJECTIVES, BROOKINGS INSTITUTE, 23 (Nov. 2010).
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talent and Chinese persons overseas to boost national competitiveness. These plans establish
specific targets for attracting “talented” individuals and cut across technical specializations,
finance, and high-technology domains.!!’

China’s talent acquisition activities are global in their scope and scale, but reportedly have been
particularly concentrated in top U.S. universities and Silicon Valley. With support from various
government programs and entities, notably the China Association of Science and Technology,
Chinese enterprises reportedly have begun establishing “talent bases” in China and the United
States to support cutting-edge R&D and the active recruitment of top talent. For instance,
Chinese government plans prioritize the pursuit of human capital in artificial intelligence
(AI).'3® And, as the SIA submission indicates, Chinese companies have reportedly lured top
talent from foreign companies by paying well above market compensation—enabled by
government financing, direction, and support.!'3° These activities may provide a key conduit for
technology transfer from the United States to China.

B. Conclusion

USTR acknowledges the importance of these issues and agrees with stakeholders that the matters
warrant further investigation. A number of concerns of this nature have previously been raised
in USTR’s annual proceedings under Special 301 and the annual review of China’s WTO
accession compliance. A range of tools may be appropriate to address these serious matters
including more intensive bilateral engagement, WTO dispute settlement, and/or additional
Section 301 investigations.

1137 See, e.g., Notice on Issuing the “Medium- and Long-Term Financial Sector Talent Development Plan” (People’s
Bank of China, China Banking Regulatory Commission, China Securities Regulatory Commission, China Insurance
Regulatory Commission, Yin Fa [2011] No. 18, promulgated Jan. 24, 2011); Notice on Launching Stage-Wise
Evaluation Work for the “Medium- and Long-Term Plan to Establish Technical Specialization Talent Teams (2010-
2020) (Ministry of Human Resources and Social Security, promulgated on May 27, 2013); Medium- and Long-Term
Plan to Establish High-Skilled Talent Teams (Ministry of Human Resources and Social Security, promulgated in
2011).

1138 State Council Notice on the Issuance of the New Generation Artificial Intelligence Development Plan (State
Council, Guo Fa [2017] No. 35, promulgated on July 8, 2017), available at
http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm; see also An Overview of Overseas Offshore
Talent Innovation Base, CAST, http://www.cast.org.cn/n200675/n202200/n202372/c400650/content.html.

139 SIA, Submission, Section 301 Hearing 15-6 (Oct. 5, 2017); Huang Yijun, Chen Liangrong, He Yunting,
Interview with Ziguang Group Chairman Zhao Weiguo, TIANXIA NEWS, Nov. 1, 2015; Taiwan Semiconductor
Leader Jumps to the Mainland, INITTUM MEDIA, Oct. 7, 2015; David Manners, Micron Sues Ex-Employees Working
for China DRAM Companies, ELECTRONICS WEEKLY, Apr. 7, 2017.
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ADDRESSES: Submit completed loan
applications to: U.S. Small Business
Administration, Processing And
Disbursement Center, 14925 Kingsport
Road, Fort Worth, TX 76155.
FOR FURTHER INFORMATION CONTACT: A.
Escobar, Office of Disaster Assistance,
U.S. Small Business Administration,
409 3rd Street SW., Suite 6050,
Washington, DC 20416, (202) 205-6734.
SUPPLEMENTARY INFORMATION: The notice
of an Administrative declaration for the
State of CALIFORNIA, dated 07/31/
2017, is hereby amended to establish the
incident closing date as 08/01/2017.

Incident: Detwiler Fire.

Incident Period: 07/16/2017 through
08/01/2017.

All other information in the original
declaration remains unchanged.

(Catalog of Federal Domestic Assistance
Number 59008)

Linda E. McMahon,

Administrator.

[FR Doc. 2017-17915 Filed 8-23-17; 8:45 am]
BILLING CODE 8025-01-P

OFFICE OF THE UNITED STATES
TRADE REPRESENTATIVE

[Docket No. USTR-2017-0016]

Initiation of Section 301 Investigation;
Hearing; and Request for Public
Comments: China’s Acts, Policies, and
Practices Related to Technology
Transfer, Intellectual Property, and
Innovation

AGENCY: Office of the United States
Trade Representative.

ACTION: Notice of initiation of
investigation; hearing; and request for
comments.

SUMMARY: The United States Trade
Representative has initiated an
investigation pursuant to the Trade Act
of 1974, as amended (the Trade Act), to
determine whether acts, policies, and
practices of the Government of China
related to technology transfer,
intellectual property, and innovation are
actionable under the Trade Act. The
inter-agency Section 301 Committee is
holding a public hearing and seeking
comments in connection with this
investigation.

DATES: The United States Trade
Representative initiated the
investigation on August 18, 2017. The
schedule and due dates are as follows:

To be assured of consideration,
written comments and requests to
appear at the hearing must be submitted
by Thursday, September 28, 2017 at

11:59 p.m. The request to appear must
include a summary of testimony.

Tuesday, October 10, 2017: The
Section 301 Committee will convene a
public hearing in the main hearing room
of the U.S. International Trade
Commission, 500 E Street SW.,
Washington, DC 20436, beginning at
9:30 a.m. If necessary, the hearing may
continue on the next business day.

To be assured of consideration, post-
hearing rebuttal comments must be
submitted by Friday, October 20, 2017
at 11:59 p.m.

ADDRESSES: You should submit written
comments through the Federal
eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments in
section II below. For alternatives to on-
line submissions, please contact
Gwendolyn Diggs at (202) 395-3150
before transmitting a comment and in
advance of the relevant deadline.

FOR FURTHER INFORMATION CONTACT: For
procedural questions concerning written
comments or participating in the public
hearing, contact Gwendolyn Diggs at
(202) 395—-3150. Direct all other
questions regarding this notice to
William Busis, Deputy Assistant U.S.
Trade Representative for Monitoring
and Enforcement and Chair of the
Section 301 Committee, or Katherine
Linton and Arthur Tsao, Assistant
General Counsels at (202) 395-3150.

SUPPLEMENTARY INFORMATION
A. The President’s Memorandum

On August 14, 2017, the President
issued a Memorandum (82 FR 39007) to
the United States Trade Representative
stating inter alia:

China has implemented laws, policies, and
practices and has taken actions related to
intellectual property, innovation, and
technology that may encourage or require the
transfer of American technology and
intellectual property to enterprises in China
or that may otherwise negatively affect
American economic interests. These laws,
policies, practices, and actions may inhibit
United States exports, deprive United States
citizens of fair remuneration for their
innovations, divert American jobs to workers
in China, contribute to our trade deficit with
China, and otherwise undermine American
manufacturing, services, and innovation.

The Memorandum included the
following instruction:

The United States Trade Representative
shall determine, consistent with section
302(b) of the Trade Act of 1974 (19 U.S.C.
2412(b)), whether to investigate any of
China’s laws, policies, practices, or actions
that may be unreasonable or discriminatory
and that may be harming American
intellectual property rights, innovation, or
technology development.

Pursuant to the President’s
Memorandum, on August 18, 2017, the
United States Trade Representative
initiated an investigation under section
302(b) of the Trade Act (19 U.S.C.
2412(b)) to determine whether acts,
policies, and practices of the
Government of China related to
technology transfer, intellectual
property, and innovation are
unreasonable or discriminatory and
burden or restrict U.S. commerce.

B. The Chinese Government’s Acts,
Policies and Practices

The acts, policies and practices of the
Government of China directed at the
transfer of U.S. and other foreign
technologies and intellectual property
are an important element of China’s
strategy to become a leader in a number
of industries, including advanced-
technology industries, as reflected in
China’s “Made in China 2025”
industrial plan, and other similar
industrial policy initiatives. The
Chinese government’s acts, policies, and
practices take many forms. The
investigation initially will consider the
following specific types of conduct:

First, the Chinese government
reportedly uses a variety of tools,
including opaque and discretionary
administrative approval processes, joint
venture requirements, foreign equity
limitations, procurements, and other
mechanisms to regulate or intervene in
U.S. companies’ operations in China, in
order to require or pressure the transfer
of technologies and intellectual property
to Chinese companies. Moreover, many
U.S. companies report facing vague and
unwritten rules, as well as local rules
that diverge from national ones, which
are applied in a selective and non-
transparent manner by Chinese
government officials to pressure
technology transfer.

Second, the Chinese government’s
acts, policies and practices reportedly
deprive U.S. companies of the ability to
set market-based terms in licensing and
other technology-related negotiations
with Chinese companies and undermine
U.S. companies’ control over their
technology in China. For example, the
Regulations on Technology Import and
Export Administration mandate
particular terms for indemnities and
ownership of technology improvements
for imported technology, and other
measures also impose non-market terms
in licensing and technology contracts.

Third, the Chinese government
reportedly directs and/or unfairly
facilitates the systematic investment in,
and/or acquisition of, U.S. companies
and assets by Chinese companies to
obtain cutting-edge technologies and
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intellectual property and generate large-
scale technology transfer in industries
deemed important by Chinese
government industrial plans.

Fourth, the investigation will consider
whether the Chinese government is
conducting or supporting unauthorized
intrusions into U.S. commercial
computer networks or cyber-enabled
theft of intellectual property, trade
secrets, or confidential business
information, and whether this conduct
harms U.S. companies or provides
competitive advantages to Chinese
companies or commercial sectors.

In addition to these four types of
conduct, interested parties may submit
for consideration information on other
acts, policies and practices of China
relating to technology transfer,
intellectual property, and innovation
described in the President’s
Memorandum that might be included in
this investigation, and/or might be
addressed through other applicable
mechanisms.

C. Relevant Provisions of the Trade Act

Section 302(b)(1)(A) of the Trade Act
authorizes the United States Trade
Representative to initiate an
investigation to determine whether
conduct is actionable under section 301
of the Trade Act.

Actionable conduct under section
301(b)(1) includes, inter alia, acts,
policies and practices of a foreign
country that are unreasonable or
discriminatory and burden or restrict
U.S. commerce. Unreasonable actions
are those that while not necessarily in
violation of, or inconsistent with, the
international legal rights of the United
States are otherwise unfair and
inequitable.

Pursuant to section 302(b)(1)(B), the
United States Trade Representative has
consulted with appropriate advisory
committees. The United States Trade
Representative also has consulted with
members of the inter-agency Section 301
Committee. On the date of initiation, the
United States Trade Representative
requested consultations with the
Government of China concerning the
issues under investigation, pursuant to
section 303(a)(1) of the Trade Act (19
U.S.C. 2413(a)(1)).

Pursuant to section 304(a)(2)(B) of the
Trade Act, 19 U.S.C. 2414(a)(2)(B), the
United States Trade Representative
must determine within 12 months from
the date of initiation of the investigation
whether any act, policy, or practice
described in section 301 of the Trade
Acts exists and, if that determination is
affirmative, what action, if any, to take.

II. Request for Comments and To
Testify at the Hearing

A. Topics and Schedule

The Office of the U.S. Trade
Representative (USTR) invites written
comments on:

1. The acts, policies, and practices of
the Chinese government described in
Section I.B above.

2. Information on other acts, policies
and practices of China relating to
technology transfer, intellectual
property, and innovation as described in
the President’s Memorandum, which
might be included in this investigation,
and/or might be addressed through
other applicable mechanisms.

3. The nature and level of burden or
restriction on U.S. commerce caused by
the applicable acts, policies and
practices of the Government of China,
and/or any economic assessment of that
burden or restriction.

4. The determinations required under
section 304 of the Trade Act, that is,
whether actionable conduct exists under
section 301(b) and what action, if any,
should be taken.

To be assured of consideration, USTR
must receive initial written comments
by 11:59 p.m. on September 28, 2017, in
accordance with the instructions in
section II.B below.

The Section 301 Committee will
convene a public hearing in the main
hearing room of the U.S. International
Trade Commission, 500 E Street SW.,
Washington DC 20436, beginning at 9:30
a.m. on October 10, 2017. Persons
wishing to appear at the hearing must
provide written notification of their
intention and a summary of the
proposed testimony by 11:59 p.m. on
September 28, 2017, in accordance with
the instructions in section II.B below.
Remarks at the hearing may be no longer
than five minutes to allow for possible
questions from the Section 301
Committee. The deadline for submission
of post-hearing rebuttal comments is
11:59 p.m. on October 20, 2017.

Indicate in the “Type Comment” field
if you are submitting a request to appear
at the hearing, and include the name,
address and telephone number of the
person presenting the testimony. A
summary of the testimony should be
attached by using the “Upload File”
field. The file name should include the
name of the person who will be
presenting the testimony.

B. Requirements for Submissions

Persons submitting a notification of
intent to testify, a summary of
testimony, or written comments must do
so in English, and must identify this
matter (on the reference line of the first

page of the submission) as “Section 301
Investigation: China’s Acts, Policies,
and Practices Related to Technology
Transfer, Intellectual Property, and
Innovation.”

To be assured of consideration, you
must submit written comments, requests
to testify, and summaries of testimony
by 11:59 p.m. on September 28, 2017.
The deadline for submitting rebuttal
comments is 11:59 p.m. on October 20,
2017.

All submissions must be in English
and sent electronically via
www.regulations.gov using docket
number USTR-2017-0016. You must
make any alternative arrangements in
advance of the relevant deadline and
before transmitting a comment by
contacting Gwendolyn Diggs at (202)
395-3150.

To make a submission via
www.regulations.gov, enter Docket
Number USTR-2017-0016 on the home
page and click “Search.” The site will
provide a search-results page listing all
documents associated with this docket.
Find the reference to this notice and
click on the button labeled “Comment
Now.” For further information on using
the www.regulations.gov Web site,
please consult the resources provided
on the Web site by clicking on “How to
Use Regulations.gov”’ on the bottom of
the home page.

The www.regulations.gov Web site
allows users to provide comments by
filling in a “Type Comment” field, or by
attaching a document using an “Upload
File” field. USTR prefers that you
provide submissions as an attached
document. If a document is attached, it
is sufficient to type ‘“‘see attached” in
the “Type Comment” field. USTR
prefers submissions in Microsoft Word
(.doc) or Adobe Acrobat (.pdf) format. If
the submission is in another file format,
please indicate the name of the software
application in the “Type Comment”
field. File names should reflect the
name of the person or entity submitting
the comments.

Indicate in the “Type Comment” field
if you are submitting a request to appear
at the hearing, and include the name,
address and telephone number of the
person presenting the testimony. The
file name should include who will be
presenting the testimony.

Please do not attach separate cover
letters to electronic submissions; rather,
include any information that might
appear in a cover letter in the comments
themselves. Similarly, to the extent
possible, please include any exhibits,
annexes, or other attachments in the
same file as the comment itself, rather
than submitting them as separate files.
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For any comments submitted
electronically containing business
confidential information, the file name
of the business confidential version
should begin with the characters “BC”.
Any page containing business
confidential information must be clearly
marked “BUSINESS CONFIDENTIAL”
on the top of that page and the
submission should clearly indicate, via
brackets, highlighting, or other means,
the specific information that is business
confidential. If you request business
confidential treatment, you must certify
that the information is business
confidential and would not customarily
be released to the public. Filers of
submissions containing business
confidential information also must
submit a public version of their
comments. The file name of the public
version should begin with the character
“P”. The “BC” and “P” should be
followed by the name of the person or
entity submitting the comments or
rebuttal comments. If these procedures
are not sufficient to protect business
confidential information or otherwise
protect business interests, please contact
Katherine Linton at 202—-395-3150 to
discuss whether alternative
arrangements are possible.

We will post comments in the docket
for public inspection, except business
confidential information. You can view
comments on the https://
www.regulations.gov Web site by
entering docket number USTR-2017—
0016 in the search field on the home

page.
William L. Busis,

Chair, Section 301 Committee, Office of the
United States Trade Representative.

[FR Doc. 2017-17931 Filed 8-23—17; 8:45 am]
BILLING CODE 3290-F7-P

DEPARTMENT OF TRANSPORTATION
Federal Motor Carrier Safety
Administration

[Docket No. FMCSA-2017-0042]

Qualification of Drivers; Exemption
Applications; Diabetes Mellitus

AGENCY: Federal Motor Carrier Safety

Administration (FMCSA), DOT.

ACTION: Notice of applications for
exemption; request for comments.

SUMMARY: FMCSA announces receipt of
applications from 43 individuals for an
exemption from the prohibition in the
Federal Motor Carrier Safety
Regulations (FMCSRs) against persons
with insulin-treated diabetes mellitus
(ITDM) operating a commercial motor

vehicle (CMV) in interstate commerce. If
granted, the exemptions would enable
these individuals with ITDM to operate
CMVs in interstate commerce.

DATES: Comments must be received on
or before September 25, 2017.

ADDRESSES: You may submit comments
bearing the Federal Docket Management
System (FDMS) Docket No. FMCSA—
2017-0042 using any of the following
methods:

e Federal eRulemaking Portal: Go to
http://www.regulations.gov. Follow the
online instructions for submitting
comments.

e Mail: Docket Management Facility;
U.S. Department of Transportation, 1200
New Jersey Avenue SE., West Building
Ground Floor, Room W12-140,
Washington, DC 20590-0001.

e Hand Delivery: West Building
Ground Floor, Room W12-140, 1200
New Jersey Avenue SE., Washington,
DG, between 9 a.m. and 5 p.m., e.t.,
Monday through Friday, except Federal
holidays.

e Fax:1-202—493-2251.

Instructions: Each submission must
include the Agency name and the
docket number(s) for this notice. Note
that all comments received will be
posted without change to http://
www.regulations.gov, including any
personal information provided. Please
see the Privacy Act heading below for
further information.

Docket: For access to the docket to
read background documents or
comments, go to http://
www.regulations.gov at any time or
Room W12-140 on the ground level of
the West Building, 1200 New Jersey
Avenue SE., Washington, DC, between 9
a.m. and 5 p.m., e.t., Monday through
Friday, except Federal holidays. The
FDMS is available 24 hours each day
e.t., 365 days each year. If you want
acknowledgment that we received your
comments, please include a self-
addressed, stamped envelope or
postcard or print the acknowledgement
page that appears after submitting
comments online.

Privacy Act: In accordance with 5
U.S.C. 553(c), DOT solicits comments
from the public to better inform its
rulemaking process. DOT posts these
comments, without edit, including any
personal information the commenter
provides, to http://www.regulations.gov,
as described in the system of records
notice (DOT/ALL-14 FDMS), which can
be reviewed at http://www.dot.gov/
privacy.

FOR FURTHER INFORMATION CONTACT: Ms.
Christine A. Hydock, Chief, Medical
Programs Division, (202) 366—4001,
fmesamedical@dot.gov, FMCSA,

Department of Transportation, 1200
New Jersey Avenue SE., Room W64
224, Washington, DC 20590-0001.
Office hours are 8:30 a.m. to 5 p.m., e.t.,
Monday through Friday, except Federal
holidays. If you have questions
regarding viewing or submitting
material to the docket, contact Docket
Services, telephone (202) 366—9826.
SUPPLEMENTARY INFORMATION:

I. Background

Under 49 U.S.C. 31136(e) and 31315,
FMCSA may grant an exemption from
the FMCSRs for a two-year period if it
finds “such exemption would likely
achieve a level of safety that is
equivalent to or greater than the level
that would be achieved absent such
exemption.” The statute also allows the
Agency to renew exemptions at the end
of the two-year period.

The 43 individuals listed in this
notice have requested an exemption
from the diabetes prohibition in 49 CFR
391.41(b)(3). Accordingly, the Agency
will evaluate the qualifications of each
applicant to determine whether granting
the exemption will achieve the required
level of safety mandated by statute.

The physical qualification standard
for drivers regarding diabetes found in
49 CFR 391.41(b)(3) states that a person
is physically qualified to drive a CMV
if that person:

Has no established medical history or
clinical diagnosis of diabetes mellitus
currently requiring insulin for control.

The Agency established the current
requirement for diabetes in 1970
because several risk studies indicated
that drivers with diabetes had a higher
rate of crash involvement than the
general population.

FMCSA established its diabetes
exemption program, based on the
Agency’s July 2000 study entitled “A
Report to Congress on the Feasibility of
a Program to Qualify Individuals with
Insulin-Treated Diabetes Mellitus to
Operate in Interstate Commerce as
Directed by the Transportation Act for
the 21st Century.” The report concluded
that a safe and practicable protocol to
allow some drivers with ITDM to
operate CMVs is feasible. The
September 3, 2003 (68 FR 52441),
Federal Register notice in conjunction
with the November 8, 2005 (70 FR
67777), Federal Register notice provides
the current protocol for allowing such
drivers to operate CMVs in interstate
commerce.

FMCSA notes that section 4129 of the
Safe, Accountable, Flexible and
Efficient Transportation Equity Act: A
Legacy for Users requires the Secretary
to revise its diabetes exemption program
established on September 3, 2003 (68 FR
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Section 301 Investigation: China’s Acts, Policies, and Practices Related to Technology Transfer,
Intellectual Property, and Innovation
Off-Camera Hearing to be held at the U.S. International Trade Commission
500 E Street SW., Washington DC 20436
October 10, 2017, 9:30 a.m.

Panel One
1. Richard Ellings, Commission on the Theft of American Intellectual Property
2. Stephen Ezell, Information Technology and Innovation Foundation
3. Erin Ennis, U.S. China Business Council
4. Owen Herrnstadt, International Association of Machinists and Aerospace Workers

Panel Two

1. Juergen Stein, SolarWorld Americas
2. Daniel Patrick McGahn, American Superconductor Corporation
3. William Mansfield, ABRO Industries

Panel Three
1. Scott Partridge, American Bar Association, Intellectual Property Law Section

2. Scott Kennedy, Center for Strategic & International Studies
3. JIN, Haijun, China Intellectual Property Law Society

Panel Four
1. CHEN, Zhou and LIU, Chao, China Chamber of International Commerce
2. XU, Chen and LIU, Xinze, China General Chamber of Commerce
3. John Tang, Esqg. and JIANG, Qi, DHH Law Office
4. WANG, Guiging, Chamber of Commerce, Import and Export of Machinery
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Section 301 Investigation of China’s Technology Transfer, Intellectual
Property, and Innovation-Related
Acts, Practices, and Policies:
Summary of Public Submissions

American Apparel and Footwear Association (AAFA)

AAFA is a national trade association that represents companies and suppliers in the
apparel, footwear, and other sewn products industries competing in the global market. AAFA
indicates that the Section 301 investigation should identify areas where China has fallen short of
its IPR commitments, and it underscores that the sale of counterfeit products on Chinese e-
commerce sites is widespread. AAFA draws attention to parasite brands, which it describes as
“counterfeit variants” and which imitate brands and sell counterfeit versions of products in
China. AAFA states that China’s first-to-file trademark system leads to inadequate protections
that exacerbate the problem. AAFA submits that Chinese laws and policies largely ignore the
rights of patent owners by allowing or even requiring them to transfer knowledge to competitors,
SOE:s, or other parties.

American Bar Association Intellectual Property Law (APA IPL) Section

The ABA IPL Section provided comments in writing and at the hearing, indicating that
IPR protections in China had improved in recent years but that widespread deficiencies remain.
A major concern is that the Chinese government effectively forces technology transfer via the
imposition of mandatory licensing terms, which may include terms on ownership in
improvements, indemnifications and others. The ABA IPL Section adds that a lack of trade
secret protections in China is a longstanding concern of U.S. companies, citing instances in
which U.S. companies brought trade secret actions in Chinese courts and at the U.S. International
Trade Commission based on allegations of trade secret misappropriations occurring in China.

Furthermore, the IPL section also identifies a range of issues with respect to trademark,
copyright, and patent protections. According to the IPL section, these issues have received
inadequate attention and resources from the Chinese government, and are exacerbated by
Chinese copyright laws that fall short of international norms. Although several important laws
and regulations have been passed by the Chinese government to enhance patent protection,
additional improvements must be made to meaningfully protect the rights of patent holders. The
IPL Section identifies various obstacles to U.S. patent holders attempting to pursue patent
infringement actions in China.

American Bridal & Prom Industry Association, Inc. (ABPIA)

ABPIA is a non-profit, nationwide trade-association that represents members of the
formalwear industry, including designers, manufacturers, retailers, and trade publications.
ABPIA submits that its members are seriously harmed by the sale of counterfeit goods on
“thousands” of e-commerce websites largely based in China, which target U.S. customers,
including by using U.S. manufacturers’ trademarks, and original and proprietary marketing
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images. ABPIA also states that counterfeit goods circumvent customs duties by being falsely
designed as “gifts.” ABPIA recommends that USTR widen the scope of its 301 review to
examine new legislation, more effective border controls, and restricting flows to the Chinese
bank accounts of counterfeiters.

ABRO Industries

ABRO provided comments in writing and at the hearing, and is a small American
company affected by counterfeits emanating from China. The company manufactures non-
electronic consumer goods in the United States and China and sells third country markets.
ABRO submits that China has received insufficient acknowledgment for its anti-counterfeiting
efforts, adding that ABRO was ultimately successful in combatting the theft of its IP by adapting
to the Chinese system and working closely with regional and provincial governments in China.

American Foundry Society (AFS)

AFS is a trade and technical association for the North American metal-casting industry,
with more than 8,000 members representing nearly 2,000 metal-casting firms, suppliers, and
customers. Many AFS members have been harmed by Chinese governmental practices in the
broader metal-casting industry. China is the largest producer of all types of metal-castings, and
many Chinese foundries are SOEs, which receive significant levels of both direct and indirect
financial support from the Chinese government. Furthermore, the Chinese government both
directly and indirectly influences commercial decisions by SOEs. Collectively, these
government actions have enabled Chinese foundries to produce metal-castings at significantly
lower prices than can be produced by AFS members. AFS members are additionally concerned
by the implementation and localization targets published in the Made In China 2025 industrial
plan. AFS submits that Chinese policies and financial supports to MIC 2025 target industries
will benefit Chinese manufacturers over foreign firms, making it increasingly difficult for AFS
firms to compete. Finally, AFS states that its members have suffered from investment caps in
China pursuant to the Catalogue Guiding Foreign Investment, which forces U.S. companies to
engage in joint ventures with Chinese companies in the agricultural processing, automotive, and
telecom industries. These requirements create opportunities for both the Chinese government
and Chinese stakeholders to request concessions like technology transfer from foreign companies
during negotiations.

American Chamber of Commerce in Shanghai (AmCham)

AmCham is an independent business chamber with more than 3,000 members from over
1,500 companies, including 75 percent of American Fortune 500 companies with operations in
China, along with hundreds of smaller companies. AmCham reports that its members face a
difficult policy environment in China, with forced technology transfer, limited market access,
and basic fairness issues increasingly shifting the local market in favor of Chinese companies.
AmCham states that the Chinese government uses both implicit and explicit actions to create an
unequal playing field for U.S. companies. Member companies have complained of insufficient
IP protections and tech transfer pressures in the form of product approval regulations and joint
venture requirements, as well as pressure to demonstrate “Good Corporate Citizenship” by



transferring new business models and technologies to Chinese entities. AmCham submits that
China uses its considerable resources and influence to create an unfair advantage for its domestic
companies, and these practices have made it more difficult to both operate in China and grow
American companies.

American Chemistry Council (ACC)

ACC is an organization that represents the leading companies engaged in the business of
chemistry. Many of ACCs members have complained of significant difficulties in bringing their
products to the Chinese markets. When exporting chemicals to China, companies have been
required to disclose an amount of proprietary information sufficient for product duplication. As
a result, ACC members’ IP has been stolen by Chinese companies, who then recreate the
products and sell them at lower prices. Additionally, ACC submits that the Chinese government
has engaged in both unreasonable and discriminatory practices. These include discriminatory
patenting laws and the failure to pursue criminal prosecution of Chinese companies that steal IP.

American Superconductor Corporation (AMSC)

AMSC submitted comments in writing and testified at the hearing, and is an American
energy technologies company that provides wind turbine designs, systems, and engineering
services to reduce the cost of wind energy. AMSC experienced the theft of its intellectual
property by a Chinese SOE, Sinovel Wind Group. AMSC explains that in 2007 it began
supplying core electrical components and software to Sinovel. Over the course of their
relationship, AMSC discovered that Sinovel had bribed an AMSC employee to steal technology
from a U.S. server. AMSC submits that the theft is substantiated by emails and Skype messages
that demonstrate the actual IP transfer and involvement in the cyber-theft by senior-level Sinovel
officials. As a result, AMSC believes that over 8,000 wind turbines amounting to 20 percent of
China’s turbines are running on stolen AMSC software; and importantly, most of the wind
turbines operating on stolen software are owned by large state-owned enterprises. In response to
the theft, the U.S. Department of Justice brought still-pending criminal actions in the United
States, while AMSC has pursued various civil legal actions in China. AMSC expresses concern
that it has received fair and equitable consideration in China, as Chinese courts dismissed several
of its actions for an asserted lack of evidence. AMSC states that it has lost over $1.6 billion in
company value, along with 70 percent of its workforce since March 2011 as a direct consequence
of the stolen technology.

Biotechnology Innovation Organization (BIO)

BIO is a non-profit organization comprised of 1,000 biotechnology companies, academic
institutions, state biotechnology centers, and related organizations in almost all 50 states and a
number of foreign countries. BIO members have suffered from IP theft by Chinese companies,
resulting in the production of copycat products sold in China. BIO members generally share
concerns in China over IPR protection and enforcement; market access challenges; innovation
policies that discriminate against foreign companies; lack of transparency in rule administration;
lack of meaningful industry engagement in the rules-making process; regulatory requirements



and technical standards that are more trade restrictive than necessary; and restrictive
pharmaceutical pricing policies that blunt innovation in the global bioscience industry.

Bonumose Biochem LLC

Bonumose Biochem is a small, start-up business in the biochemical industry. Bonumose
describes an instance of IP theft it experienced after it purchased 100 percent of the IP rights to
the production of a chemical compound. According to Bonumose, an individual with ties to the
Chinese government illegally revealed confidential information to the Tianjin Institute of
Industrial Biotechnology (TIIB), a division of the Chinese government-owned Chinese Academy
of Sciences. Bonumose submits that it is now unable to obtain a patent in China for its lawfully
acquired intellectual property.

Lee Branstetter

Lee Branstetter is a Professor of Economics and Public Policy at Carnegie Mellon
University. According to Prof. Branstetter, the Chinese government and its state-owned
enterprises have over the past few decades extracted technology from foreign companies in a
premeditated and systematic fashion, with the aim of displacing leading multinational firms with
Chinese firms in global markets. He adds that technology transfer in China is neither voluntary
nor market driven, but occurs under duress. Prof. Branstetter posits that foreign firms must
transfer technology or be excluded from the world’s largest market and multinationals that
complain likely retribution. He adds that China is adept at playing foreign companies against
one another, as a firm’s refusal to transfer technology may lead to a market opportunity for a
foreign competitor. He states further that numerous studies demonstrate that China’s
enforcement of its intellectual property laws is uneven and biased against foreign firms. To
combat these problems, Branstetter proposes a number of legal and policy initiatives to
discourage the Chinese government from engaging in these practices.

BSA | The Software Alliance (BSA)

BSA is the leading trade association representing the global software industry before
governments and in the international marketplace. Both BSA and its members have significant
concerns about Chinese policies and practices that limit Chinese market access and reduce the
competitiveness of BSA members operating in China. Four primary areas of concern are foreign
direct investment restrictions, including policies relating to Value-Added Telecommunications
Services (VATS); restrictions on cross-border data transfers; disclosure requirements for source
code and enterprise standards; and the development and imposition of China-specific technical
standards. BSA additionally states that market access barriers work in tandem with pressures to
transfer technology or intellectual property. As a result, many companies may only access the
Chinese market in exchange for putting their intellectual property at risk. This amounts to U.S.
businesses being forced to choose between protecting their IP or being closed out of the world’s
largest market for technology products.

Jack Chang



Jack Chang is an attorney with years of professional experience working in China. He
serves as the Chairman of the Quality Brands Protection Committee and is presently Special
Counsel to L Brands International. Previously, he served as Senior IP Counsel for Asia for
General Electric from 2006 to 2014, and prior to that was in the in-house legal department of
Johnson & Johnson where he helped set up the company’s Asia/Shanghai Office. In his
submission, Mr. Chang indicates that trademark counterfeiting, bad faith trademark registrations,
copyright piracy, and the theft of trade secrets remain challenging for some businesses in China,
but outlines ways in which the Chinese government has attempted to improve the IP landscape.
Furthermore, Chang asserts that he has not encountered laws, policies, or practices that force
technology transfer and that such transfer occur based on business considerations.

China Chamber of Commerce for Import and Export of Machinery and Electronic
Products (CCCME)

CCCME submitted comments in writing and at the hearing, and is an independent, non-
profit membership-based industry association based in China. CCCME and its members believe
that Chinese and U.S. companies have experienced improved IP protections in China in recent
years. CCCME characterizes assertions of Chinese government-driven tech transfer, forced
licensing arrangements, and acquisitions as unfounded. CCCME contends that any joint
ventures and transfers of technology are done free of government interference and based on
market conditions. CCCME asserts that Chinese laws are not unreasonable or discriminatory
because they apply equally to U.S. and Chinese companies. CCCME adds that because Chinese
firms are also targeted by cyber-attacks, it is improper to blame the Chinese government for
those attacks. CCCME encourages the USTR to avoid undertaking unilateral action against
China and to discontinue the Section 301 investigation.

China Chamber of International Commerce (CCOIC)

CCOIC submitted comments in writing and at the hearing, and is a national chamber of
commerce representing enterprises, associations, and organizations that engage in international
commercial activities in China. CCOIC expresses concern that the Section 301 investigation is
unilateral in nature, and cautions that action pursuant to the investigation may trigger a trade war
harming businesses and individuals in both countries. CCOIC contends that there is no evidence
that Chinese acts, policies, or practices are discriminatory or unreasonable, as IP protections and
the overall business environment in China have substantially improved, and the Chinese
government treats Chinese and foreign firms equally. CCOIC states there is no evidence that the
Chinese government pressures foreign companies to transfer their technology to Chinese
companies. The Chinese central government has specifically prohibited local governments from
forcing technology transfer and CCOIC therefore believes that any decision to transfer or license
technologies to Chinese parties is done freely pursuant to market considerations. CCOIC
submits that there is no evidence that a Chinese measure governing inbound technology licensing
conflicts with market-oriented principles. CCOIC contends that Chinese investment and
acquisition in U.S. companies is done pursuant to normal commercial behavior without
government directives. CCOIC maintains that there is no evidence that either the Chinese
government or Chinese military deployed hackers to invade U.S. commercial networks for
commercial interests.



China Enterprise Confederation (CEC)

CEC is a national Chinese economic organization that functions as a link between the
Chinese government and Chinese businesses, with membership that consists of enterprises,
entrepreneurs, and business associations. CEC maintains that China’s acts, practices, and
policies are neither unreasonable nor discriminatory. CEC indicates that U.S. companies are not
forced to transfer technologies to Chinese companies, and that even when faced with investment
restrictions, they can instead license their technologies to Chinese companies. CEC adds that
China’s policies and practices are consistent with international standards, and that China has
significantly improved the broader business climate through better IP protections and increased
market access.

China General Chamber of Commerce (CGCC)

CGCC submitted comments both in writing and at the hearing. CGCC is a U.S. non-
profit organization that represents Chinese enterprises operating within the United States. CGCC
contends that the Section 301 investigation is misguided because the acts, policies, and practices
of the Chinese government are neither unreasonable nor discriminatory. CGCC outlines legal
and policy reforms that strengthen IP protections in China and adds that the government has
undertaken additional measures for IP protection, including the establishment of specialized IP
courts and an action plan joined by 12 governmental bodies titled “The Action Plan for
Protecting Foreign Companies’ Intellectual Property Rights”. This plan is the first of its kind,
and chief amongst its goals is the implementation of harsh punishments for violations of IP rights
and piracy laws.

CGCC states that U.S. companies are overwhelmingly treated as equals to Chinese
domestic companies. CGCC contends that China’s preferential procurement standards are not
uncommon at the international level and it adds that any technology transfers or joint ventures
are undertaken in good faith and free of Chinese government pressure. CGCC adds that Chinese
firms operate independently of government influence, and make decisions—including those
relating to acquisitions—consistent with management structures comparable to those found in
U.S. firms. CGCC concludes that it is unable to comment about cyber-theft and the role that the
Chinese government may play because none of CGCC’s member companies have been affected.

China Intellectual Property Law Society (CIPL)

CIPL commented in writing and at the hearing, submitting that there is no basis for a
determination that Chinese laws or regulations are either unreasonable or discriminatory for
purposes of the Section 301 investigations. CIPL emphasizes that China’s legal system is
profoundly transformed, accompanied by strengthened IPR protections for both Chinese and
foreign firms. CIPL provides a detailed outline of the evolution of China’s IP laws and reforms
beginning in the 1980s. CIPL acknowledges that further steps to strengthen IPR enforcement
should be taken and it addresses a number of U.S. concerns reflected in the Section 301
investigation. CIPL also submits that there is no direct evidence of adverse impacts caused by



TIER on cross border technology transactions, and that Article 24 of TIER is consistent with free
market standards of fairness.

Computing Technology Industry Association (CompTIA)

CompTIA is a non-profit trade association that represents the information technology
industry. CompTIA submits that U.S. companies confront significant challenges when trying to
sell IT products in China. China is implementing a number of high-level programs in an opaque
fashion, which in some cases amount to discriminatory import substitution plans. CompTIA
identifies a number of other protectionist policies that harm U.S. IT companies including the
forced transfer of technology and IP to Chinese joint venture partners, weak enforcement against
widespread IP theft, discrimination against foreign IP under the guise of national security,
barriers imposed via China-specific standards, cloud computing and telecommunications market
access barriers, and massive funding and subsidy programs for the development and acquisition
of information and communications technologies.

Coalition of Service Industries (CSI)

CSlI is the leading industry association devoted exclusively to helping a broad spectrum
of America’s service businesses and workers compete in world markets. CSI submits that U.S.
firms face increasingly difficult competitive circumstances in China, which uses opaque rules,
licensing requirements, discriminatory practices, selective regulatory enforcement, and other
barriers to support Chinese firms at the expense of foreign competition. CSI adds that in spite of
various commitments by China’s government, the Chinese business environment continues to
present significant challenges for U.S. services suppliers including in the form of localization
requirements, equity caps that trigger technology transfer, and the forced submission of
proprietary source code and encryption measures to Chinese officials. Affected sectors include
data and technology, telecommunications, banking and securities, insurance, and express
delivery.

Consumer Technology Association (CTA)

CTA represents entrepreneurs, technologists, and innovators operating within the
consumer technology industry. Their membership includes companies from every facet of the
consumer technology industry, including manufacturers, distributors, developers, retailers, and
integrators. CTA states that its members have encountered a range of market barriers that have
negatively impacted business operations in China. CTA members suffer from inadequate IPR
protections in China, which contribute to rampant trademark counterfeiting and copyright piracy.
Additionally, members have reported that technology transfer or IP transfer to Chinese parties is
necessary in exchange for market access. CTA acknowledges that it is unaware of official laws
“on the books” that require technology transfer, it reports that officials pressure foreign
companies to transfer technology through oral communications to limit the creation of written
evidence. CTA adds that “secure and controllable” standards discriminate against foreign
technology; and although CTA acknowledges that some “secure and controllable” laws have
been repealed, it submits that others still are simply re-named or re-implemented at the
provincial or local levels. CTA states that it has received “numerous” reports of individuals



with ties to the Chinese government who have hacked U.S. companies’ computer networks to
steal proprietary data and IP with the intent of assisting Chinese industry.

Dais Analytic Corporation (Dais)

Dais creates nanotechnology-based applications for heating and cooling, water treatment,
and energy storage. It commends China for improvements in IPR protections and enforcement,
but identifies key areas for improvement, including IPR protections embodied in employment
agreements and the need for public disclosure of all rules and regulations governing joint
ventures. Dais explains that a potential Chinese joint venture partner cited the requirements JV
rules and regulations that were not clearly and publicly outlined to pressure Dais to disclose its
sensitive IP, which the Chinese company used improperly.

DHH Washington DC Law Office (DHH)

DHH provided comments in writing and at the hearing, and is the Washington, D.C.
branch of the Beijing DHH law firm, which focuses primarily on servicing U.S. and Chinese
clients on international trade matters and cross-border investment. DHH provides background
on provision of China’s patent, copyright, and trademark laws, and notes the creation of
specialized intellectual property courts in China. DHH asserts that Chinese practices related to
tech transfer, IP protections, and innovation are not unreasonable or discriminatory and do not
burden or restrict U.S. commerce. DHH submits that IP protections have significantly improved
over the last few decades. DHH also contends that Chinese acquisitions of U.S. companies are
market driven and are not directed by the Chinese government.

International Association of Machinists and Aerospace Workers, IAM) AFL-CIO

IAM, which provided comments in writing and at the hearing, represents several hundred
thousand active and retired workers throughout North America. IAM contends that the U.S.
transfer of technology to China has negatively affected U.S. aerospace workers. China has relied
on transferred production and other technology from Western companies to develop its domestic
aerospace industry, and in the process, China has pitted Western competitors against one another
for access to China’s growing aviation market. This dynamic negatively impacts the U.S.
industrial base in different, but related ways, including the loss of jobs and skills associated with
the transferred technology and production, additional job losses occurring as China uses
transferred technologies to develop its own aerospace companies that will compete directly with
U.S. aerospace firms and their suppliers, and job losses in technological production.

Commission on the Theft of Intellectual Property (IP Commission)

The IP Commission provided comments in writing and at the hearing, and is an
independent and bipartisan initiative of American leaders in both the private and public sectors
formed in 2012 to document and assess the causes, scale, and dimensions of international
intellectual property theft. The IP Commission finds China to be the worst infringer of American
IP, stemming primarily from Chinese policies and laws. While the I[P Commission identifies
recent improvements including specialized IP courts and a new IP enforcement “Action Plan,” IP



Commission data and other studies show a strong link between China’s stated industrial
priorities and IP theft.

Additionally, the Commission cites examples of “brazen” Chinese attempts to steal
American intellectual property, including the targeting of American industrial tradeshows to
elicit sensitive information from firm representatives; the systematic tracking of the National
Science Foundation grantees and research of scientists at universities across the nation; the
attempted theft of Medrobotics intellectual property; the theft and attempted sale of IBM’s
source code by a former IBM software engineer to China’s National Health and Family Planning
Commission; the attempted acquisition of U.S. nuclear secrets from the Tennessee Valley
Authority by a Chinese national and China Nuclear Power, an SOE; and the hacking of the
computer networks of major U.S. defense contractors resulting in the theft of sensitive military
and export controlled data by a Chinese national. In the view of the I[P Commission, these
examples collectively suggest rampant Chinese theft of American IP and sensitive information.

The Commission indicates that China effectuates forced technology transfer and theft
including via industrial espionage, conditioning market access on technology transfer, tactical
employment of vague regulations and laws to pressure U.S. firms into transferring their IP to
avoid litigation, and localization requirements that force U.S. firms to house sensitive data on the
Chinese mainland. According to the IP Commission, these practices inflict significant damage to
every sector of the U.S. economy. While precise quantification of these damages is difficult, the
Commission draws on a variety of data sources, proxies, and economic models to estimate that
Chinese theft of American IP currently costs between $225 billion and $600 billion annually.

Information Technology Industry Council (ITI)

ITI is a policy and advocacy organization for innovation companies. ITI submits that
China is a crucial, yet difficult market for companies in the technology sector. ITI points to
restrictions on cross-border data flows, requirements for disclosure of IP, and discrimination
against U.S. cloud services providers as creating significant negative impacts on U.S. technology
companies. ITI adds that the Cybersecurity Law, along with subsequent guidance and
regulations, is particularly problematic for U.S. technology companies. In particular, ITI states
that firms in the cloud services industry may be forced to transfer valuable IP, surrender use of
their brand names, and hand over operation and control of their businesses to Chinese companies
in order to participate in the Chinese market. ITI provides that initiation of a JV may be valuable
under certain circumstances, but that JV requirements in China are problematic when required
and when the Chinese partner’s control over the JV is non-negotiable. ITI raises concerns over
Chinese standard setting that is inconsistent with pre-established international standards, along
with “secure and controllable” standards that discriminate against foreign technologies.

Information Technology & Innovation Foundation (ITIF)

ITIF provided comments in writing and at the hearing, and submits that China has
systematically ignored the spirit—and often the letter—of its commitments under its WTO
obligations. According to ITIF, in China’s quest to become a global innovation leader, it
assimilates foreign technologies through tech transfer inducements, mandates joint ventures, and



conditions market access in exchange for transfer of important IP. ITIF further submits that the
Chinese state directs M&A and FDI activity to target and acquire foreign enterprises with
leading technologies in key industrial sectors, ranging from semiconductors to manufacturing.
ITIF adds that these acquisitions and investment in foreign companies are often orchestrated by
SOEs to serve strategic state goals. ITIF states that Chinese acquisitions are complemented by
aggressive cyber-theft programs to steal key foreign technologies and knowledge. ITIF provides
that together, these mercantilist policies pose a direct and existential threat to the U.S. advanced
technology industry as a whole, and have caused an estimated 3.4 million American job losses
from 2001 to 2015.

Scott Kennedy, Center for Strategic & International Studies

Scott Kennedy commented in writing and at the hearing, and is the Deputy Director,
Freeman Chair in China Studies and the Director for the Project on Chinese Business and
Political Economy at CSIS. In his submission, Kennedy stresses the widespread impact that
Chinese IP policies and practices have on the structure of supply chains and the health of
business models. China’s broad industrial policy is to drive its economy up the value-added
chain and toward advanced technologies. To effectuate these industrial goals, China has
developed policies that foster technological creation and innovation, and encourage foreign
acquisitions through both cooperative and coercive means. While Mr. Kennedy acknowledges
that unilateral penalties may be appropriate, he maintains that any action undertaken by the
United States should be accompanied by: 1) long-term engagement with stakeholders in China;
2) support for international fora like the WTO, that develop IP standards and adjudicate disputes;
3) collaboration with U.S. allies and other nations harmed by Chinese practices; and 4)
strengthening of the legal, educational, and commercial environment for IP protection and
development within the United States.

Dr. Catherine Lin-Hendel

Dr. Lin-Hendel is a small business owner who has experienced patent infringement by Chinese
SOEs. Dr. Lin-Hendel submits that the value of her intellectual property which has been stolen
is upwards of hundreds of millions of dollars. She further states that all of the infringing entities’
websites—which utilize her intellectual property—are accessible from the United States. Dr.
Lin-Hendel also states that she has attempted to resolve the dispute with the infringing entities,
but has been unable to do so in China. In addition to her written submission, Dr. Lin-Hendel
provides a number of letters, emails, and tables outlining her various patents which have been
infringed.

The Los Angeles Area Chamber of Commerce (LACC)

LACKC is a business association representing companies in the greater Los Angeles area.
LACC recommends that the USTR drop the 301 investigation, and instead address IP concerns
in a “more precise and effective” manner that will not negatively affect the positive aspects of

the U.S. relationship with China.

James Lewis, Center for Strategic and International Studies

10



CSIS is a bipartisan, non-profit policy research organization. James Lewis submits on
behalf of CSIS that the central issue with respect to the 301 investigation is not IP theft, but the
unfair treatment of U.S. companies in China. Mr. Lewis outlines the range of policy tools
utilized by the Chinese government to build “national champions” and drive economic growth.
These include the licit and illicit acquisition of foreign technologies, generous subsidies and non-
tariff barriers, abuse of power by the Chinese government to extract concessions or block foreign
competition in the Chinese market, forcible coproduction policies, and IP theft and cyber
espionage. According to Mr. Lewis, IP theft and cyber-espionage are of particular concern
because they play an important role in the acquisition of technologies necessary to drive the
broader Chinese industrial policy. Additionally, Mr. Lewis provides that many companies have
been complacent in pushing back against illicit Chinese activity for fear of retribution; and many
do not believe the U.S. will take action to support them against Chinese retaliation.

Motor & Equipment Manufacturers Association (MEMA)

MEMA represents 1,000 vehicle suppliers that manufacture and remanufacture new
original equipment and aftermarket components and systems for use in passenger cars and heavy
trucks. MEMA submits that China is a large and important trading partner for its member
companies but that the China market remains a challenge for motor vehicle suppliers. MEMA
states that policies and practices that place IPR at risk include technology localization
requirements stemming from with government industrial planning; a pending ban on the use of
Virtual Private Networks; China’s cybersecurity laws; its system of duties and value added taxes
that is increase usage of counterfeit products; and the inadequate enforcement of IP laws.

Michelman

Michelman is a family-owned small business that develops and manufactures materials
for coatings used in printing, food and medical packaging, advanced composite materials, and
industrial manufacturing. Michelman states that the IPR landscape in China has improved, and
that violations of IP laws in China no longer take place with impunity. Michelman adds that, a
number of challenges remain in IP protection in China. In 2016, Michelman discovered that four
Chinese companies were selling primer for digital printers with strikingly similar profiles to the
primer that Michelman had sold in China for several years. After conducting an analysis of the
primers, Michelman suspects that the products sold by the Chinese companies are in fact
relabeled Michelman primers. At this stage, Michelman has only consulted with outside legal
counsel, but believes that to take even low-level action (e.g. a cease and desist letter) against the
suspected companies could result in crippling retaliatory legal action.

National Association of Manufacturers (NAM)

NAM is the largest manufacturing association in the United States, representing more
than 14,000 businesses of all sizes in every industrial sector and in all 50 states. NAM submits
that the Chinese market is a consistent trouble spot for U.S. manufacturers, as they face a range
of market-distorting and harmful industrial policies. These including investment restrictions,
licensing and approval processes, localization requirements, measures that encourage technology
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transfer and restrict cross-border data flows, weaknesses in trade secrets protections, and policies
and enforcement practices in [P-related areas such as standards-setting and competition law.

National Foreign Trade Council (NFTC)

NFTC represents more than 200 companies, with membership spanning the U.S.
economy. NFTC states that overall IP landscape in China is improved, but that foreign firms and
investors continue to face innovation-related difficulties in China. NFTC outlines challenges
that disadvantage foreign firms including the indigenous innovation product accreditation
system, measures that preclude U.S. companies from offering cloud services in China except by
transferring valuable IP and control of operations to Chinese companies, poor trade secrets
protections, disclosure requirements in standards creating processes, technology licensing
measures, and others.

Congressman Bill Pascrell

Congressman Pascrell is the Ranking Member of the House of Representatives Ways and
Means Subcommittee on Trade. He expresses the concern that a number of Chinese policies and
practices diminish IP rights in China, including burdensome approval requirements for the
import and export of clinical investigational materials, and discrimination against innovators
lacking localized manufacturing capacities. Congressman Pascrell calls on the Chinese Food and
Drug Administration to establish an a patent dispute resolution mechanism prior to the marketing
of generic competition and spotlights increasing sales of falsified and counterfeit medicines in
China that not only violate intellectual property rights but pose health and safety risks.

Pharmaceutical Research and Manufacturers of America (PhRMA)

PhRMA represents companies that invent, manufacture, and distribute valuable
medicines globally. In its submission, PhARMA states that the pharmaceuticals industry holds
longstanding concerns over lack of regulatory data protection, ineffective patent enforcement,
and inconsistent patent examination guidelines. PhRMA outlines a series of proposed Chinese
policies and reforms in regulatory data protection, patent enforcement, and patent examination
that may address its member companies’ longstanding concerns. It contends that continued
engagement by the U.S. and other stakeholders will help ensure the full implementation of these
necessary reforms.

Rhodium Group

Rhodium is an economic research firm that combines policy experience, quantitative
economic tools and on-the-ground research to analyze disruptive global trends. Rhodium
outlines key findings from its long-term study of Chinese FDI in the United States. Rhodium
notes that Chinese investment has significantly increased in the U.S., and has spread to all
sectors of the U.S. economy, and it adds that while data do not support any definitive
conclusions about causality between industrial policy and Chinese investment patterns in
general, the relationship between industrial policy and targeted investment in individual sectors
is readily apparent. Rhodium cites the example of the semiconductor industry, where both
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private investors and Chinese government funds have embarked on an unprecedented buying
spree of assets along the semiconductor production chain in Asia, Europe, and North America.
Rhodium also states that further analysis of drivers of Chinese FDI must be undertaken to better
understand the relationship between the recent and extraordinary deployment of state financing
with “traditional” FDI transactions.

Semiconductor Industry Association (SIA)

SIA represents the U.S. semiconductor industry, which is one of America’s top export
industries. SIA asserts that China pressures U.S. semiconductor companies to develop their IP
within China, or transfer their IP to Chinese entities. This practice has long concerned U.S. firms
across sectors, and has continued to plague the semiconductor industry in spite of a decade of
dialogue on this issue. SIA provides that China has made progress in conforming to the rules-
based trading system since its WTO accession, however SIA’s member companies continue to
experience challenges in China. SIA states that Chinese state directed subsidies in the form of
investment funds, credit lines, and grants target companies and technologies at all levels of the
semiconductor development and fabrication lifecycle. SIA adds that semiconductor companies
face pressure to disclose or transfer their IP. This pressure is exhibited in a variety of laws, rules,
and policies that may induce or force the localization of semiconductor design or manufacturing
processes to achieve compliance and induce technology transfer as a condition of market access.
SIA points to further challenges semiconductor firms have experienced, including secure and
controllable requirements, the imposition of non-market terms in licensing and technology
contracts, widespread counterfeiting, and the theft or misappropriation of trade secrets and other
IP.

Skadden, Arps, Slate, Meagher & Flom, LLP (Skadden)

Skadden’s submission is on behalf of a client that has operated in China and has suffered
from intellectual property theft. The theft caused a loss of millions of dollars of sales, market
share, good will, and reputation. The submission contains extensive business confidential
information and thus has received confidential treatment.

SolarWorld

SolarWorld submitted comments in writing and at the hearing. SolarWorld is one of a
group of U.S. entities targeted by five Chinese military hackers in May 2014. SolarWorld
submits that the Chinese government-backed theft of its intellectual property inflicted a
particularly acute injury to the company, along with other U.S. solar manufacturers. SolarWorld
provides that government-subsidized Chinese solar cells and panels that benefitted from the
stolen trade secrets have flooded the U.S. market since 2012. According to SolarWorld, this has
driven nearly 30 U.S. manufacturing firms out of business and has left the U.S. solar
manufacturing industry on the brink of collapse. SolarWorld adds that the DOJ indictment
against Chinese military hackers outlines the scope of the hack, along with the degree of
involvement of Chinese SOEs, and the orchestrated timing of the hack with the dumping of solar
panels into the U.S. market.
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Stewart and Stewart

Terence P. Stewart is the managing partner of Stewart and Stewart, a firm that has
represented various U.S. manufacturing and agricultural industries in trade proceedings and
negotiations. Stewart submits that the United States should be deeply concerned about China’s
laws, regulations, and practices that distort trade flows and restrict foreign technology leaders,
leading to unsustainable trade imbalances. Stewart describes industries that have been subject to
technology transfer requirements, including in the automotive, semiconductor, and high speed
rail sectors. Technology transfer requirements are imposed on firms in these industries through
forced joint venture requirements and the imposition of technology licensing terms. Stewart
notes the elimination of explicit technology transfer requirements in the Chinese automotive
sector, but submits that subsequently enacted policies achieve technology transfer using less
explicit means. Stewart provides a detailed outline of China’s WTO accession obligations, and
reiterates concerns laid out in previous USTR reports on China.

Telecommunications Industry Association (TIA)

TIA represents approximately 250 manufacturers and suppliers of high-tech
telecommunications networks and services in the U.S. and around the world. TIA members are
concerned over China’s growing slate of security rules that disadvantage U.S. exporters. In its
submission, TIA outlines specific policies and their attendant authorizing legislation,that are
harmful to its members. These include: security testing of ICT products by the Chinese
government as a requirement for market entry; equity caps and operational restrictions on cloud
computing; restrictions on cross-border data flows; standards-setting approaches that depart from
global norms; and the implementation of its competition policy. TIA adds that China is
increasingly excluding foreign ICT equipment from many Chinese information networks in a
variety of industries.

US-China Business Council (USCBC)

USCBC, which testified at the hearing, represents 200 American companies engaged in
business across all industries and sectors in China. In its submission, USCBC references a
number of surveys it conducted with its member companies that demonstrate significant
concerns over technology transfer and IP protections in China. USBC firms report slow
improvement in Chinese IP protections, and many also face acute tech transfer pressure.
USCBC firms view China’s IP protections as slowly improving. To effectuate tech transfer,
USCBC firms cited the use of opaque and discretionary administrative approval processes,
mandatory joint venture requirements, foreign equity limitations, discriminatory government
procurement programs, and preferences for localization and domestic IP. USCBC adds that U.S.
companies seeking to operate in China face an unbalanced negotiating environment. Although
negotiations involving tech transfer or other equity restrictions are generally part of normal
business negotiations, USCBC states that Chinese companies have an inherently stronger
position relative to their foreign negotiating partners. USCBC recommends that the U.S. should
pursue improved IP protections for American firms through reforms of harmful Chinese policies,
but urges the USTR to avoid protectionism and seek reforms consistent with market-driven
principles.
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U.S. Chamber of Commerce

The U.S. Chamber is the world’s largest business federation representing the interests of
more than 3 million businesses of all sizes, in all sectors and regions, as well as state and local
chambers and industry associations. The Chamber submits that insufficient IP protections is
consistently one of the top regulatory challenges facing Chamber members. The Chamber
outlines a number of core elements of China’s regulatory regime that are both restrictive and
burden U.S. companies. These include: equity caps that create investment barriers; state
sponsored acquisitions of R&D intensive products; administrative licensing procedures which
enables the state to influence negotiations between Chinese and foreign companies, resulting in
non-market based terms; discriminatory technology licensing policies; discriminatory standards-
setting practices; forced security reviews that expose source code and other sensitive IP; and
localization requirements that discriminate against foreign companies and make IP vulnerable to
exposure. The Chamber further emphasizes that there is a fundamentally asymmetric playing
field, where foreign companies face immensely restrictive policies and barriers when trying to
operate in China, while Chinese companies face few to no reciprocal barriers when operating in
global markets.

United States Council for International Business (USCIB)

USCIB members include top U.S. based global companies and professional services
firms from every sector of the economy, with operations in every region of the world. USCIB
identifies a range of Chinese government policies and practices that disadvantage U.S. firms
relative to their Chinese competitors. Specifically, USCIB submits that China is utilizing its
Anti-Monopoly Law in a discriminatory manner to target foreign companies’ intellectual
property, and as a policy tool to support its national industrial policy objectives. The
discriminatory application of this law is aided by procedural inadequacies that make it difficult
for companies to mount an effective defense. USCIB additionally points to FDI limitations and
joint venture requirements in a number of sectors, which limit competition and encourage the
transfer of technology to Chinese companies. USCIB also describes how the Cybersecurity Law
and related measures disadvantage U.S. companies in the Chinese market.

United States Steel Corporation (U.S. Steel)

U.S. Steel asserts that the Chinese government has been conducting cyber-theft
operations in the United States against American companies for years and that U.S. Steel was the
subject of Chinese cyber-hacking attacks on the company’s network, and another attack
involving phishing that resulted in the exfiltration and exploitation of its confidential business
information. While U.S. Steel notes that the United States indicted five Chinese military
officials for computer hacking and economic espionage in connection with the hacks of U.S.
Steel and others, it states that no further action was taken on behalf of the victims. U.S. Steel
recommends that the scope of the investigation include how to improve procedures and perhaps
trade laws such that victims of cyber-theft can obtain redress.
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Wiley Rein, LLP

Wiley Rein is a law firm based in Washington, D.C. Wiley submits that a web of
industrial policies is designed to absorb, assimilate, and re-innovate foreign technology and IP to
help Chinese firms gain a global advantage across a broad spectrum of industries. Wiley outlines
a variety of Chinese policies designed to provide competitive advantages to Chinese firms,
including via industrial policy and state support for technology acquisitions, overbroad national
security laws and regulations; state-supported theft of trade secrets and other IP, and biased
enforcement of the competition law. Wiley concludes that the Chinese government engages in a
wide variety of unreasonable and discriminatory policies and practices that significantly burden
U.S. commerce by causing U.S. companies to suffer direct harm. Wiley submits that these
policies and practices ultimately inhibit companies’ ability to invest in future growth and
innovation.

YANG Gouhua

Yang Gouhua is a Professor of Law at Tsinghua University in Beijing, China. Prof. Yang
submits that the transfer of technology to a Chinese enterprise, and the terms of those transfers
are a product of voluntary agreements undertaken by the parties. He further asserts that there is
no external intervention which forcibly pressures firms to transfer technology. Prof. Yang also
states that non-market based licensing schemes merely safeguard the legitimate rights and
interests of licensees, who he asserts hold a weak position in international technology transfer
negotiations. Prof. Yang also submits that Chinese acquisitions in the United States are normal
commercial activities not subject to the central government’s direction, and that both the United
States and China should work to strengthen cooperation to combat cybercrime.

Stephen Zirschky

Stephen Zirschky is an attorney with over 30 years of experience working in-house in
multinational corporations, and has been engaged in extensive business transactions with
Chinese companies since 1994. He states that there is a clear system of discretionary
administrative approval processes, along with other restrictions, adopted by China that pressure
transfer of IP to Chinese companies and/or SOEs. Mr. Zirschky states that often the language in
Chinese licensing and business registration forms are unclear on technology transfer
requirements, but officials within regional Chinese centers clarify in person that transfer of
technology is expected. Subsequent to the induced technology transfer, governmental agencies
or SOEs obtain the technology “for review”, and U.S. companies then discover their product has
been copied and sold by different Chinese companies. Mr. Zirschky explains that many
companies do not come forward to comment on this practice out of fear that they will lose access
to the Chinese market.
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Appendix E: Statement of the Office of IP and Industry Research Alliances (IPIRA)
at the University of California, Berkeley

The Office of IP and Industry Research Alliances (IPIRA) at the University of California,
Berkeley, licenses its inventions and other IP rights around the world for various purposes,
including humanitarian purposes. Companies in China sometimes inform IPIRA that TIER
imposes mandatory terms to all entities licensing or importing technologies into China. For the
following three reasons the Regents of the University of California (through UC Berkeley) is
unable to accept the following terms:

(1) TIER requires the University (the licensor) to guarantee that the University’s IP rights do
not infringe other IP rights, including those that are owned by third parties. It is not feasible for
the University to make this determination. It is the company’s own due diligence to perform.
Even if the University were to perform a relevant search and analysis in an attempt to meet the
requirement, the search and analysis result would immediately become obsolete due to the
issuance of patents and/or creation of new IP rights anywhere around the world. In a typical
license the search and analysis, i.e., a “freedom to operate analysis” and/or an “infringement
analysis” is a duty that falls to the licensee (based on the products it intends to commercialize),
not the licensor. The University’s license states that it makes no representation that practice of
the licensed rights do not infringe other IP rights.

(2) TIER requires the University to guarantee or warrant that a given IP right is suitable for, or
must work for, a particular commercial purpose. This requirement goes beyond what the
University can accept or state in an IP license. Instead, the University in all of its licensing
transactions states the opposite, that the IP rights are provided without warranty or guarantee or
suitability for a particular commercial purpose. That is, put simply, the provided rights are
merely [P rights that were invented in the course of performing research, not a product.

(3) TIER’s mandatory provision on improvements is similarly unacceptable to the University.
The University always reserves the right to practice the licensed invention for its own
educational and research purposes. It also extends that right to others in the nonprofit sector.
The University needs the freedom to continue to practice the invention and to make
improvements for and on its own behalf (and for the global nonprofit research community). If
the University were to agree on the future disposition of yet-to-be invented improvements, that
agreement could stifle research, academic freedom, and could sweep in the rights of future
inventors (or authors of copyrights) without their knowledge or consent. Typical university IP
licenses limit the scope to a stated priority patent application and claims in continuing (and/or
corresponding foreign patents) that are entitled to the priority filing date of that application.
Since the University is unable to accept the TIER terms stated above, in order to mitigate and
minimize risks, the University has to identify a licensee that can accept standard terms in these
areas — for example, a U.S. affiliate of a Chinese company. The University has been informed
that Chinese IP law is in a state of flux and that the former demands may not be required in every
license in every situation. The University is submitting the items above, with the hope that
changes to Chinese IP law will give Chinese licensees more latitude in obtaining IP rights that
arise from academic research.
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USTR Releases 2024 Special 301 Report on |P Protection -
China Remains on the Priority Watch List

April 29,2024 Share this article =3

On April 25,2024, the Office of the United States Trade Representative (USTR) today released its
2024 Special 301 Report on the adequacy and effectiveness of U.S. trading partners’ protection and
enforcement of intellectual property (IP) rights. China remains on the priority watch list with the USTR

stating:

there remain many serious concerns regarding IP protection and enforcement in the People’s Republic
of China (PRC). In 2023, the pace of reforms in the PRC remained slow. Stakeholders continue to raise
concerns about implementation of the amended Patent Law, Copyright Law, and Criminal Law, as well
as about long-standing issues like technology transfer, trade secrets, bad faith trademarks,
counterfeiting, online piracy, and geographical indications. Also, statements by Chinese officials that
tie IP rights to Chinese market dominance still raise strong concerns. The United States contint
monitor closely the PRC’s progress in implementing its commitments under the United States-(

Privacy - Terms

Economic and Trade Agreement (Phase One Agreement).



2024 Special 301 Report

Office of the United States Trade Representative

For ease of reference, the China section is reproduced below. The full report is available here.

China remains on the Priority Watch List in 2024 and is subject to continuing monitoring pursuant to
Section 306 of the Trade Act of 1974, as amended (19 U.S.C. § 2416).

Ongoing Challenges and Concerns

In 2023, the pace of reforms in China aimed at addressing intellectual property (IP) protection and

enforcement remained slow. Stakeholders acknowledge some positive developments but continue to
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